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ABSTRACT 

This paper presents a system for real-time facemask recognition, integrating automation through deep learning 

to enhance public health measures and mitigate the spread of infectious diseases. The proposed system 

employs OpenCV's Haar Cascade Classifier for face detection, establishing the foundational framework for 

subsequent processes. The heart of the system lies in its Deep Learning Model, consisting of two critical 

components: Data PreProcessing and CNN Training. The former involves meticulous steps such as resizing, 

color space conversion, and normalization, while incorporating data augmentation techniques to ensure a 

diverse and robust training dataset. The latter employs convolutional neural networks (CNNs) to autonomously 

learn and discern facemask presence, contributing to the system's accuracy. The User Interface (UI) 

component, built using tkinter, provides a visual representation of the video stream, displaying real-time face 

mask detection results. The system's scalability and efficiency are heightened by its automated nature, 

eliminating the need for human intervention. Furthermore, the UI serves as a user-friendly interface, 

potentially expanding to include features like data logging and reporting. The Notification System, integrated 

using the 'plyer' library, enhances user engagement by providing real-time alerts on the desktop. These 

notifications act as reminders for individuals not adhering to mask guidelines, fostering immediate compliance. 

The proposed system boasts several advantages, including automation, scalability, adaptability to diverse 

conditions, security against spoofing attacks, cost reduction, improved accuracy, and increased flexibility. 

Methodologically, the research adopts an applied research methodology, combining empirical, experimental, 

and practical research elements to develop and deploy an effective solution. At the end of the work, a real-time 

face mask recognition system, that is capable of analysing live video feeds from public spaces; detect mask-

wearing violations, and issue alerts when necessary, was achieved. Notably, the deep learning model 

consistently demonstrated high accuracy, effectively minimizing both false positives and false negatives. 

Keywords: Face Mask Detection, Deep Learning, Intelligent Disease Prevention, Infectious Disease, Public 

Health, Covid-19 Prevention 

INTRODUCTION  

In recent years, the world has faced several infectious disease outbreaks that have severely impacted public 

health and economies. The emergence of new viruses has highlighted the need for effective measures to 

control and prevent the spread of these diseases (Iduh et al., 2024). Respiratory viruses, such as influenza and 

COVID-19, spread through respiratory droplets released when an infected person coughs, sneezes, talks, or 

breathes (Liu et al., 2020). These droplets can carry infectious pathogens and be inhaled by others, leading to 

new infections (Li et al., 2020). Facemasks act as a barrier, reducing the spread of respiratory droplets and 

preventing direct contact between the mouth, nose, and contaminated hands or surfaces (Radonovich et al., 

https://rsisinternational.org/journals/ijrsi
https://rsisinternational.org/journals/ijrsi
https://doi.org/10.51244/IJRSI.2025.12040071


INTERNATIONAL JOURNAL OF RESEARCH AND SCIENTIFIC INNOVATION (IJRSI) 

ISSN No. 2321-2705 | DOI: 10.51244/IJRSI |Volume XII Issue IV April 2025 

Page 835 www.rsisinternational.org 

 
 

    

 

2019). They have proven effective in reducing the transmission of respiratory viruses, protecting both the 

wearer and those nearby (Liao et al., 2020). 

Ensuring widespread compliance with facemask usage poses significant challenges, particularly in densely 

populated areas or crowded environments (Kwok et al., 2020). Traditional monitoring methods rely on human 

surveillance, which is often impractical, resource-intensive, and prone to errors. To address this challenge, 

there is a need for automated systems that can accurately recognize individuals wearing facemasks in real-

time. Recent advancements in computer vision and deep learning techniques offer a promising solution for 

developing such systems (Yao et al., 2020). 

Deep learning techniques have demonstrated remarkable success in image recognition tasks, such as object 

detection and classification (Krizhevsky et al., 2012). Applying these techniques to facemask recognition 

holds great potential for enhancing public health measures and mitigating the spread of infectious diseases. 

Facial mask detection and recognition have become essential tools in combating the spread of infectious 

diseases. Existing research has primarily relied on transfer learning of pre-trained deep learning models and 

support vector machines (SVMs) for these tasks (Iduh et al., 2024). However, SVMs require significant 

computational resources and time, making them impractical for large datasets. Transfer learning, on the other 

hand, is often plagued by issues of overfitting and negative transfer (Zhao, 2017). 

To address these limitations, a novel deep learning-based approach has been proposed for detecting face 

masks and recognizing masked faces (G. Kaur, 2022). This method leverages the power of deep learning 

algorithms to analyze video or image streams in real-time, detecting and classifying individuals based on their 

face mask usage. 

The potential applications of this technology are vast. Authorities and organizations can utilize this system to 

enforce compliance with face mask guidelines, take targeted actions, and implement interventions to minimize 

disease transmission (Liu et al., 2020). By providing an automated and objective method for monitoring face 

mask compliance, this technology can contribute significantly to public health measures. 

The development of a deep learning-based approach for real-time face mask recognition has the potential to 

revolutionize public health measures. By enabling the automated detection and recognition of face masks, this 

technology can help contain the spread of infectious diseases, safeguard public health, and minimize the 

societal and economic impact of future outbreaks (Egba, et al., 2024) 

LITERATURE REVIEW 

The use of masks has become a crucial public health measure in preventing the spread of infectious diseases, 

such as COVID-19 (World Health Organization, 2020). To enforce this measure, researchers have developed 

various deep learning-based systems for real-time face mask detection and recognition. One such system was 

proposed by Rahman et al. (2021), who utilized convolutional neural networks (CNNs) to analyze facial 

images and distinguish individuals wearing masks from those without. This system demonstrated promising 

results, indicating its potential as an effective tool for enforcing public health measures. Another approach was 

presented by Bhuiyan et al. (2020), who integrated YOLOv3, a deep learning architecture known for its rapid 

object detection capabilities. Their system demonstrated remarkable efficiency with a commendable frame 

rate, making it suitable for real-time video applications. Shanmugam et al. (2021) introduced an effective deep 

learning-based model designed for real-time face mask detection, achieving an impressive accuracy rate of 

99%. Their model was trained on a dataset comprising images of individuals both with and without face 

masks. Also, Mar-Cupido and Garcia (2021) presented an innovative deep learning approach for recognizing 

various types of face masks, achieving an impressive accuracy rate of 98%. Their model distinguished 

between four types of masks: surgical masks, N95 masks, cloth masks, and no mask. Sethi and Kathuria 

(2021) introduced a robust deep learning-based method for real-time face mask detection using a modified 

VGG16 convolutional neural network (CNN). Their model achieved an impressive 97% accuracy when 

evaluated on a separate test set. These studies demonstrate the potential of deep learning-based systems for 

real-time face mask detection and recognition. However, further research is needed to address the limitations 
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of these systems, such as the reliance on relatively small datasets. It is important to note, that the deployment 

of real-time face mask recognition systems raises significant ethical and privacy concerns (Hariri, 2020). 

Balancing the benefits of public health measures with individual rights to privacy is a complex challenge. To 

address these concerns, it is essential to ensure transparency and obtain informed consent from individuals. 

This includes informing them about the presence of face mask recognition systems and their purpose (Vinitha 

& Velantina, 2020). Additionally, clear guidelines and regulations are needed to prevent misuse and ensure 

that the technology is used responsibly. Another study by Vinitha and Velantina (2020) focused on the 

development of an efficient face mask detection system. The researchers utilized computer vision and deep 

learning techniques, making use of libraries like OpenCV, TensorFlow, Keras, and PyTorch. Kortli et al. 

(2020) discussed the expanding role of biometric applications, particularly facial recognition, in smart cities 

and security systems. The researchers outlined the three key stages in constructing an effective facial 

recognition system: face localization, feature extraction, and face recognition. In a practical application of 

technology for public health, Rahman et al. (2021) employed real-time surveillance footage from public 

spaces, utilizing Convolutional Neural Networks (CNNs) to analyze facial images and distinguish individuals 

wearing masks from those without. 

MATERIALS AND METHODS  

The methodology described in the research can be categorized as "Applied Research Methodology." It 

combines elements of various research methodologies, including empirical research (data collection), 

experimental research (model development and training), and practical research (system deployment). The 

object oriented analysis and design methodology was also implemented. 

Face Detection: The system uses OpenCV's Haar Cascade Classifier to detect faces within the video stream. 

Haar Cascades are a machine learning object detection method used to identify objects in images or video. In 

this case, the Haar Cascade Classifier is specifically trained to detect human faces. It works by analyzing the 

features of the image in various scales to find areas that match a pre-trained pattern for a face. 

Deep Learning Model : This component contain two parts which are data processing and Convolutional neural 

network model training 

Data Pre-Processing 

The first step in training a deep learning model for mask detection is collecting a dataset of labeled images. 

This dataset should contain images of people with and without masks in various scenarios, poses, and lighting 

condition. Image preprocessing is crucial to ensure that the data is in a suitable format for training. Typical 

preprocessing steps done were: 

Resizing: Images are resized to a consistent format, ensuring that they all have the same dimensions. This step 

is essential to maintain uniformity during training. 

Color Space Conversion: Images were converted to a suitable color space. This conversion helps standardize 

the input data. 

Normalization: Pixel values are scaled to a standard range. Data augmentation techniques are applied to 

increase the diversity of the training dataset. Data augmentation methods used are: 

Rotation: Images are rotated to simulate variations in head orientation. 

Horizontal Flip: Images are flipped horizontally to account for both left and right profiles. - Brightness and 

Contrast Adjustment: Simulates changes in lighting conditions. 

The dataset is typically divided into training, validation, and test sets. The training set is used to train the 

model, the validation set is used to fine-tune hyperparameters and monitor model performance, and the test set 

is used to evaluate the model's final accuracy. 
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CNN Training 

The architecture typically consists of convolutional layers, pooling layers, fully connected layers, and an 

output layer. The model is trained iteratively on batches of training data. During each iteration (epoch), the 

model's weights are updated to minimize the loss. Training continues until convergence or until a predefined 

stopping criterion is met. The model's performance is evaluated on the validation set after each epoch. This 

helps in fine-tuning hyperparameters and preventing overfitting. After training, the model is evaluated on the 

test set to assess its generalization performance. Metric like accuracy is used to evaluate the model's 

effectiveness in mask detection. 

User Interface (UI) 

The User Interface (UI) serves as the means by which users interact with the system. It provides a visual 

representation of the video stream and the results of face mask detection. The UI is built using tkinter, a 

popular Python library for creating graphical user interfaces. tkinter is known for its simplicity and ease of 

use, making it suitable for building a basic GUI for this application. The UI displays the video stream in real-

time. It's updated with the processed frames, showing individuals with bounding boxes and labels indicating 

whether they are wearing masks or not. The UI offers real-time feedback, allowing users to see the results of 

the face mask detection process as it happens. This is useful for both monitoring and user engagement. Tkinter 

provides a straightforward way to create a GUI, making it accessible to users who may not be familiar with 

coding or command-line interfaces. In the future, the UI could be expanded to include features like data 

logging, reporting, or user controls for adjusting system settings. 

Notification System 

The 'plyer' library is used to implement the notification system. 'plyer' is a cross-platform library that provides 

a unified API for various system-specific features, including notifications. It simplifies the process of sending 

notifications across different operating systems. The system generates notifications with a title (e.g., "Face 

Mask Alert") and a message (e.g., "No mask detected. Please wear a mask."). These notifications are displayed 

to the user on the desktop, providing a real-time alert. Notifications is a powerful tool for engaging users and 

drawing their attention to important events or alerts. In the context of this system, notifications serve as a 

reminder to wear a mask when required. The notification system is integrated into the mask detection 

component. It triggers notifications when the mask detection model determines that an individual is not 

wearing a mask. 

Real-time notifications can enhance mask-wearing compliance by providing immediate feedback to 

individuals who are not adhering to mask guidelines. Figure 3.1 shows the High level model of the Face Mask 

Detection System. 

 

Figure 3.1 Face Mask Detection System 
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Control Centre/Main Menu 

The control menu of the FMDS is made of several modules, which includes, live streaming, open directory, 

upload image and display result. Details of these modules are given as follows; 

Live Streaming: This allows users or operators to initiate live streaming, capturing real-time video data from 

the computer's camera or a designated camera source. It enables continuous monitoring of public spaces for 

facemask compliance. The live streaming functionality ensures that the system is actively analyzing and 

responding to facemask situations as they happen. 

Open Directory: This feature provides users with the ability to explore and select a specific directory or 

folder. This could be a repository of stored image data. Users can navigate through the directory to access 

historical previously captured images, allowing for retrospective analysis and monitoring of facemask 

compliance over time. 

Uploaded Image: This option allows users to upload images for facemask recognition analysis. Individuals or 

operators can contribute images captured from various locations or scenarios. Uploaded images play a vital 

role in enriching the system's dataset, enhancing its ability to recognize facemask compliance in diverse 

situations. 

Display Results: The option is the interface through which users can view the outcomes of the facemask 

recognition process. It presents the real-time or historical results, including visual indicators like bounding 

boxes around faces and notifications. 

Real-Time Facemask Detection Module: This Module utilizes deep learning, a subfield of artificial 

intelligence, specifically Convolutional Neural Networks (CNNs). CNNs are particularly well-suited for 

image analysis, which makes them ideal for recognizing facial features and facemasks. The architecture of our 

CNN-based model comprises multiple layers, including convolutional, pooling, and fully connected layers, 

designed to extract hierarchical features from the input data. 

Alert and Notification Module: This Module is a key component responsible for detecting non-compliance 

with facemask mandates and promptly alerting designated personnel or triggering visual warnings. Its primary 

purpose is to ensure that immediate actions can be taken when individuals are observed without facemasks or 

wearing them improperly. This module closely interacts with the Real-Time Facemask Detection Module. 

When the facemask detection module identifies a violation, such as an individual not wearing a facemask, the 

alert and notification module is instantly notified. It offers customization alerts and notifications. 

Administrators can define specific alert criteria, such as the number of noncompliance instances before 

triggering an alert, the type of alert (e.g., visual or audible), and the intended recipient (e.g., security 

personnel, supervisors, or health officials). 

Input: Video Feed from the Computer's Camera 

The primary input source for our system is a video feed from the computer's camera. This feed may be 

captured in real-time from various public spaces, such as transportation hubs, workplaces, or commercial 

establishments. It serves as the primary data source for the RealTime Facemask Detection Module. The input 

video feed is expected to be continuously streamed to the system. This real-time aspect is crucial for instant 

detection and response to facemask compliance or noncompliance. The system should be capable of handling 

video feeds of varying resolutions and quality to ensure flexibility in different environments. These images 

can be uploaded by users or operators responsible for monitoring public spaces, and they serve as valuable 

data sources for facemask recognition and compliance monitoring. The system is designed to accept a wide 

range of image formats, allowing flexibility in the types of images that can be uploaded. It can handle images 

of varying resolutions and quality to ensure compatibility with different sources. Figure 3.2 shows a pictorial 

representation of the modules of the FMDS. 
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Figure 2: Control center/main menu of the Face Mask Detection System (FMDS) 

Algorithm 

BEGIN FUNCTION initialize_system()Load face detection classifier from 

"haarcascade_frontalface_default.xml"Load mask detection model from "mask_model.h5"Initialize GUI 

window Initialize video capture from the computer's camera 

END FUNCTION predict_mask(roi)Resize the input image roi to (150, 150)Convert roi to a NumPy 

arrayExpand dimensions of roi to (1, 150, 150, 3)Preprocess roi for input to mask detection modelGet mask 

prediction using mask detection modelRETURN mask predictionEND FUNCTIONFUNCTION 

detect_faces_and_masks(frame)Convert the frame to grayscaleDetect faces in the grayscale frame using the 

face detection classifierInitialize mask_detected flag to FalseFOR each detected face (x, y, w, h) DOExtract 

the face region (roi) from the framePredict if a mask is worn using predict_mask(roi)IF mask prediction > 0.5 

THENDraw a green rectangle around the faceDisplay "Mask On" near the faceSet mask_detected to 

TrueELSEDraw a red rectangle around the faceDisplay "Mask Off" near the faceEND IFEND FOR:Title: 

"Face Mask Alert"Message: "No mask detected. Please wear a mask." END IFEND FUNCTIONFUNCTION 

update_display()Capture a frame from the cameraCall detect_faces_and_masks(frame) to process the 

frameDisplay the processed frame in the GUI windowSchedule update_display to run every 10 

millisecondsEND FUNCTIONCALL initialize_system() // Initialize the system componentsWHILE the 

application is running DOCALL update_display() // Update the display with face mask detectionEND WHILE 

END 

Hardware Requirements: 

The hardware requirements for the Face Mask Detection system, include the following; 

A  Computer or Device with a Camera: The system necessitates a computer or device equipped with a 

camera. This is the primary hardware component for capturing video feeds or images, enabling real-time 

monitoring and facemask detection. 

Webcam for Capturing Video: To facilitate the capturing of video data, a webcam is an essential hardware 

requirement. Webcams provide a high-quality and real-time video source that is vital for accurate facemask 

recognition. 

Sufficient Memory and Processing Power for Real-Time Image Processing: Real-time image processing is 

computationally intensive. Therefore, the hardware should offer sufficient memory and processing power to 

handle this demand. Adequate RAM and a capable CPU/GPU are necessary to ensure seamless operation, 

especially when processing high-resolution video feeds in real-time. 

Software Requirements: 

The software requirements for the system include the following; 

Python Programming Language: The system is developed using the Python programming language, known 

for its versatility and extensive libraries. Python facilitates the integration of various components and allows 

for efficient development and maintenance of the system. 
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OpenCV for Computer Vision: OpenCV (Open Source Computer Vision Library) is a fundamental software 

requirement for computer vision tasks. It provides essential tools for image and video processing, including 

facial detection and recognition, making it a cornerstone of the system's capabilities. 

TensorFlow for Deep Learning: TensorFlow is a deep learning framework, serving as the backbone for the 

deep learning model used for facemask detection. It provides tools and resources for creating, training, and 

deploying deep neural networks. 

Tkinter: Tkinter is utilized for developing the system's graphical user interface (GUI). It's a standard Python 

library for creating interactive and userfriendly interfaces, allowing users to interact with the system 

effectively. 

Plyer for System Notifications: Plyer is used to manage system notifications. It ensures that alerts and 

notifications, triggered by the system in cases of non-compliance, are efficiently displayed, and end-users are 

promptly informed. 

Choice of Programming Environment 

Python 3.x is selected as the primary programming   environment for several reasons. First and foremost, 

Python is renowned for its simplicity and readability, making it an excellent choice for system development. 

Additionally: Python boasts a vast library ecosystem, which streamlines development. This allows for quick 

integration of essential functionalities, reducing the need for developing components from scratch. Python is 

cross-platform, meaning that the system can run on various operating systems without extensive modification. 

This ensures broad accessibility and adaptability. Python has a thriving community and robust support. This 

means that there is a wealth of resources, tutorials, and documentation available, aiding in the development 

and troubleshooting of the system. 

Also, the following are required to be able to use the system;  A computer or device with a camera, Python 

3.x, OpenCV, TensorFlow, tkinter, Plyer, Pre-trained face detection classifier 

("haarcascade_frontalface_default.xml") - Pre-trained mask detection model ("mask_model.h5") 

RESULTS AND DISCUSSION 

The output of the system, which are shown in figures 3, 4, 5 and 6, represents a real-time video enhanced with 

bounding boxes and notifications. The system adds bounding boxes around the faces of individuals in the 

video feed. These bounding boxes serve as visual indicators of facemask compliance. Green boxes denote 

individuals wearing facemasks correctly, while red boxes indicate non-compliance (e.g., individuals without 

facemasks or wearing them improperly). Also, when non-compliance is detected, notifications are overlaid on 

the video feed. These notifications is in the form of text messages, alerting viewers to the violation. 

Notifications can be configured to appear on the live video in real-time and may include information about the 

type of non-compliance (e.g., "No facemask" or "Improper facemask usage"). 

  

Figure 3: FMDS capturing process 
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Figure 4: Output on the screen showing face mask on 

 

Figure 5: Output on the screen showing No face Mask detected NotificationFace Mask AlertNo mask 

detected. Please wear a mask 

Figure 6: Notification output 

CONCLUSION 

In conclusion, a real-time face mask recognition system, that is capable of analyzing live video feeds from 

public spaces, swiftly detecting mask-wearing violations, and issuing alerts when necessary, was achieved. 

Notably, the deep learning model consistently demonstrated high accuracy, effectively minimizing both false 

positives and false negatives. Moreover, we prioritized user-friendliness, resulting in an intuitive Control 

Centre/Main Menu that facilitates efficient system operation and administration. Additionally, the database 

management system that was used, was able to ensure the secure storage and efficient retrieval of vital data, 

including violation records, system logs, and user information. The primary impact of this work, lies in its 

contribution to public health. By specifically addressing the mitigation of infectious diseases transmitted 

through respiratory droplets, the system serves as a critical tool in reducing the risk of disease transmission in 

public spaces. It accomplishes this by promptly identifying and notifying individuals not adhering to mask 

wearing recommendations. 
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