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ABSTRACT 

Cyber fraud, often carried out through internet scams, has emerged as a significant transnational threat, with 

Nigeria frequently highlighted as a key origin point for such activities. Between 2007 and 2022, the global 

community intensified its responses to cyber fraud involving Nigerian nationals, driven by escalat ing financial 

losses, reputational damage, and the evolution of digital crime tactics. This study examines international 

responses to Nigerian cyber fraud over the past 15 years, focusing on legal, diplomatic, technological, and 

collaborative interventions. It explores how nations, particularly in North America, Europe, and Asia, have 

enacted stricter cybercrime legislation, enhanced extradition treaties, and fostered international law 

enforcement partnerships, most notably featuring INTERPOL, the FBI, and the EFCC (Economic and 

Financial Crimes Commission of Nigeria). Case studies, such as the arrest and prosecution of high-profile 

Nigerian cybercriminals like Ramon "Hushpuppi" Abbas, underscore the global resolve to combat such crimes. 

Additionally, the study evaluates the role of cyber surveillance tools, joint task forces, and public-private 

partnerships in identifying and curtailing these fraudulent networks. While punitive measures have increased, 

so too have preventive strategies, including awareness campaigns, capacity-building efforts, and cybersecurity 

training for developing nations. Despite progress, challenges remain, including jurisdictional limitations, 

digital anonymity, and inconsistent enforcement. This research concludes that a multifaceted, cooperative 

international approach—balancing enforcement with prevention—is essential for addressing the complexities 

of cyber fraud involving Nigerian actors and mitigating its global impact. It recommends sustained 

international cooperation and domestic reforms in Nigeria to reduce cybercrime at its root. 

BACKGROUND OF THE STUDY 

 The swift growth of digital technology, along with the worldwide connectivity provided by the internet, has 

opened up new avenues for opportunity, innovation, and economic development. Yet, these advancements 

have also led to the rise of new criminal activities, particularly cyber fraud. In the last twenty years, cybercrime 

has become a major threat to global financial systems, governments, and individuals alike. Among the 

countries involved in this international issue, Nigeria has earned significant notoriety, with the term "Nigerian 

cyber fraud" becoming commonplace in conversations about internet scams and financial crimes. This study 

examines how nations have responded to cyber fraud perpetrated by Nigerians from 2007 to 2022, highlighting 

how countries have reacted, collaborated, and worked to address this escalating issue. (Chawla, 2018). 

The rise of cyber fraud committed by Nigerians can be traced back to earlier internet scams such as the 

infamous "419" fraud, named after the section of the Nigerian Criminal Code dealing with advance-fee fraud. 

What began as small-scale schemes targeting individual victims evolved into sophisticated, large-scale 

operations, often involving organized crime syndicates that defrauded businesses, governments, and 

institutions worldwide. The allure of cybercrime for many Nigerian perpetrators stems from a combination of 

high unemployment rates, economic hardship, and the perception of the internet as a low-risk, high-reward 

environment for criminal activities. These factors contributed to the growing involvement of Nigerian 

nationals in cybercrime, resulting in significant financial losses globally. (Odumesi, 2017). 

The international community’s approach to cyber fraud, especially crimes linked to Nigerian individuals or 

groups, has changed over time. From 2007 to 2022, nations globally implemented measures to tackle this issue 
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through diplomatic efforts, legal reforms, cybersecurity collaboration, and law enforcement initiatives. 

Nevertheless, these actions experienced varying levels of success due to the transnational character of 

cybercrime, which created substantial challenges for conventional law enforcement and judicial systems. 

(Odumesi, 2019) 

This study, therefore, aims to examine the range of international responses to cyber fraud committed by 

Nigerians between 2007 and 2022. It will explore the effectiveness of these responses, the challenges faced in 

combating transnational cybercrime, and the implications for global cybersecurity. The study will also assess 

Nigeria’s role and efforts in addressing this issue, as well as the broader socio-economic factors that have 

contributed to the proliferation of cyber fraud in the country. By doing so, this research will contribute to a 

deeper understanding of the complexities involved in tackling cybercrime in an interconnected world, as well 

as the importance of international cooperation in creating a safer and more secure digital environment. (Smith, 

2022). 

The rise of cyber fraud has become one of the most pervasive forms of crime in the digital age, causing 

significant economic losses globally. Cybercriminals exploit the vulnerabilities of internet users, financial 

systems, and global businesses. Within this realm, Nigerian cyber fraudsters have gained international 

notoriety for various types of scams, including phishing, advance-fee fraud (419 scams), and business email 

compromise (BEC). These crimes have not only affected victims on a personal level but also undermined the 

integrity of international financial institutions and national security frameworks. (Chawla, 2018). 

From the early 2000s, Nigeria has been identified as a significant source of cyber fraud, with the term 

"Nigerian Prince scam" becoming synonymous with online fraud. Initially, these scams involved individuals 

promising large sums of money in exchange for small upfront payments. Over time, the tactics have evolved, 

incorporating more sophisticated methods of deception that target businesses, governments, and individuals 

worldwide. The damage caused by these fraud schemes has prompted an array of international responses, from 

tighter regulations to enhanced law enforcement cooperation between nations. 

The Nigerian government's efforts to combat cyber fraud have been varied but, at times, viewed as inadequate. 

Although laws such as the Cybercrimes (Prohibition, Prevention, etc.) Act of 2015 were passed to tackle 

cybercriminal activities, systemic corruption, a lack of resources, and insufficient expertise within law 

enforcement agencies have hindered their implementation. Despite these challenges, Nigeria has increasingly 

engaged in international efforts to address the issue, partnering with countries like the United States, the 

United Kingdom, and international organizations such as INTERPOL. 

As cyber fraud continues to evolve, the global response to Nigerian cybercrime has become a complex, 

multifaceted challenge, underscoring the need for stronger international cooperation, improved legal 

frameworks, and the development of better cybersecurity infrastructure. Understanding the international 

responses to cyber fraud involving Nigerians from 2007 to 2022 is critical for identifying successes and 

shortcomings and informing future strategies to combat this global menace. (Zelleke, 2020). 

Statement Of the Problem 

Cyber fraud, especially that associated with Nigerian criminals, has led to major financial losses for people, 

businesses, and governments worldwide. Despite numerous attempts by both domestic and international 

entities to address the issue, it remains a persistent threat that has evolved with the rise of digital platforms. 

Nigerian cybercriminals have developed increasingly advanced schemes, complicating efforts for law 

enforcement agencies to identify and prosecute those responsible. 

Despite Nigeria's efforts to fight cyber fraud at home, these initiatives frequently suffer from weak legal 

frameworks, corruption, and a lack of resources. On the global stage, responses vary; some nations have 

bolstered their legal and cybersecurity measures, while others find it challenging to keep up with the swift 

changes in cybercrime. Moreover, the global and transnational aspects of cyber fraud make it difficult for 

individual countries to tackle the problem without collaboration across borders. 
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The persistence of cyber fraud, despite years of international and national efforts, raises several questions: 

Why has cyber fraud involving Nigerians continued to thrive despite increased global scrutiny and 

enforcement? What specific challenges do nations face in addressing this form of crime? How effective have 

international responses been in reducing the prevalence of Nigerian cyber fraud? These concerns form the 

basis of the article, as the study seeks to explore the limitations and gaps in international responses to Nigerian 

cyber fraud and offer recommendations for improvement. 

This study will provide a comprehensive analysis of the global response to Nigerian cyber fraud, offering 

insights into the successes and challenges faced by countries and international organizations in combating this 

ever-evolving threat. Through these findings, the study aims to contribute to the development of more effective 

strategies for addressing cybercrime in an increasingly interconnected world. 

Limitations: 

While this study seeks to provide an in-depth understanding of the international responses to cyber fraud 

involving Nigerians, certain limitations are expected: 

Data Availability: Comprehensive data on cybercrime activities and prosecution rates may be limited due to 

the confidential nature of law enforcement operations and the transnational scope of cyber fraud. 

Focus on Nigerian Perpetrators: The study is limited to cyber fraud committed by Nigerians, even though 

cyber fraud is a global issue with perpetrators from multiple countries. This focus may overlook broader trends 

in cybercrime that are not specific to Nigeria. 

Evolving Nature of Cybercrime: Cybercrime tactics and technologies are constantly evolving, and the 

study’s focus on the period between 2007 and 2022 may not fully capture more recent developments in cyber 

fraud methodologies. 

Challenges in Assessing Effectiveness: It may be difficult to quantify the effectiveness of certain international 

responses due to the long-term nature of cybercrime investigations, varying national capacities, and lack of 

uniform reporting standards. 

Scope And Nature of Cyber Fraud Committed by Nigerians 

Modern forms of fraud, particularly those that occur on the World Wide Web, have emerged as the most 

significant types of cybercrimes in the 21st century, transcending geographical boundaries and posing 

challenges to both national and international security. This study presents a synthesis of research on cyber 

fraud, with a specific emphasis on Nigerian perpetrators. After outlining the research objectives and 

methodology, this review discusses topics such as the understanding of cyber fraud and its various types, the 

evolution of cyber fraud schemes involving Nigerians, global actions against cybercrime, and domestic efforts 

addressing the problem in Nigeria. Additionally, the study examines how socio-economic factors facilitate 

cybercrime and evaluates previously implemented legal and institutional measures. (Zelleke, 2020). 

Overview of Cyber Fraud 

Cyber fraud refers to the use of the internet and other digital technologies to deceive individuals, businesses, or 

governments for financial gain. According to Smith et al. (2019), cyber fraud can come in any form, be it 

phishing, identity theft, BEC and online auction fraud. The internet wrongdoers take advantage of their 

identities and the integration of global financial systems to execute their scams at large during and across 

national borders hence difficult for law enforcement bodies to apprehend the wrongdoers. 

Nigerian Cyber Fraud: A Historical Context 

Cyber fraud from Nigeria has only become noticeable since the early 2000s with the 419 scams, named after 

Article 419 of the Nigerian Criminal Code. Initially, these scams were purely email-based, where individuals 

were offered the chance to receive large sums of money through an inheritance or other means in exchange for 
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a small fee to cover transfer costs. Victims would send money to the fraudsters, intending to help retrieve a 

fake inheritance fund or to pay for so-called lottery winnings, only to realize later that they had been 

defrauded. Efiong, (2019). 

The evolution of Nigerian cyber fraud has made it more difficult to detect and combat. As noted by Ojedokun 

(2018), the use of technology such as virtual private networks (VPNs) and crypto currency allows 

cybercriminals to mask their identities and transactions, complicating efforts to trace them. 

International Legal Frameworks on Cyber fraud 

At the international level, various measures have been implemented regarding Nigerian cyber fraud, 

encompassing improvements in cybersecurity, legal jurisdictions, and law enforcement cooperation among 

countries. This section will discuss these responses alongside actors such as the United States, the United 

Kingdom, the European Union, INTERPOL, and the United Nations, among others. Europol, (2022). 

Several countries have reinforced their legal approaches to combat cyber criminals. In the United States, the 

Computer Fraud and Abuse Act (CFAA) of 1986 has been amended multiple times to address new forms of 

cybercrime, including the types of fraud most commonly linked to Nigerian perpetrators. The U.S. Department 

of Justice has played a key role in prosecuting Nigerian nationals involved in cyber fraud, as demonstrated by 

high-profile cases like the conviction of Ramon Olorunwa Abbas aka Hushpuppi in 2020 for his involvement 

in a (Business Email Compromise) BEC scheme that defrauded victims of millions of dollars. 

Law Enforcement Collaboration 

As noted earlier, the phenomenon of cyber fraud is cross-border, and thus, international law enforcement 

agencies have come closer together. For example, INTERPOL has established the Global Cybercrime Strategy, 

whose mission is to enhance collaboration with member countries. This initiative creates a partnership of 

institutions aimed at improving the flow of information in agreed areas such as information sharing, 

coordinated investigations, and training programs designed to address cyberspace fraud and other cybercrimes. 

On the same note, Nigeria has actively participated in these efforts with the support of legal jurisdictions in 

collaboration with INTERPOL and other security agencies to arrest and prosecute cybercriminals in Nigeria. 

Europol, (2022). 

Aside from INTERPOL, other organizations such as the European Union Agency for Law Enforcement 

Cooperation (Europol) and the Economic Community of West African States (ECOWAS) have also increased 

their support for cooperative initiatives in law enforcement. Europol’s European Cybercrime Centre (EC3) has 

played a significant role in coordinating criminal investigations and intelligence sharing among EU members, 

while the West African regional organization ECOWAS contributes to capacity building for law enforcement 

agencies in the region. 

International Agreements 

There are treaties that address cyber fraud on a global scale; for instance, the Budapest Convention on 

Cybercrime provides legal measures for combating cybercrime internationally. Although Nigeria is not a party 

to the Budapest Convention, it has aligned many of its domestic laws with international instruments. The 

Cybercrimes (Prohibition, Prevention, etc.) Act of 2015 defines the criminality of specific cyber activities and 

operates under Section 24, which allows for foreign cooperation in the country’s cyber investigations. Europol, 

(2020). 

On the same note, there has been cooperation between Nigeria and other countries, particularly those that have 

been victims of Nigerian cyber fraud, such as the U.S. and the U.K., which has facilitated the apprehension of 

cyber criminals. For example, in 2021, Nigeria extradited Olalekan Ponle, a hacker and cyber fraudster, 

sometimes known as “Mr. Woodberry,” to the United States of America to answer to charges of wire fraud. 
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Socio-Economic Factors Contributing to Cyber Fraud in Nigeria 

There are several reasons why cyber fraud is spreading rapidly among the Nigerian population, particularly 

among young people who view it as a better alternative to traditional employment. In these regions, high 

poverty levels indicate that connectivity and internet literacy enable individuals to easily engage in cybercrime. 

However, there are also cultural factors that have contributed to a very high rate of cyber fraud in Nigeria. 

Adebayo (2020) opines that failures stemming from societal pressure to get a job, along with the inability to 

secure a stable economic job, lead many youths to indulge in cyber crime. Additionally, a lack of seriousness 

and the intimidation caused by poor governance and corruption also hinder efforts to reduce the incidence of 

cybercrime. 

Some of the socio-economic factors that influence cyber fraud include: 

Unemployment and Poverty: Socio-economic conditions in Nigeria have been identified as key drivers of 

cyber fraud. The study’s analysis of unemployment statistics and interviews with local experts confirms that 

many young Nigerians engage in cybercrime due to high levels of poverty and limited legitimate economic 

opportunities. Data from Nigeria’s National Bureau of Statistics (NBS) shows that youth unemployment rates 

remained consistently high during the study period, peaking at 53.4% in 2020. 

Several studies have highlighted that cyber fraud is frequently viewed as a viable alternative to unemployment, 

especially among young, tech-savvy individuals who are unable to find formal employment.  

Cultural and Societal Pressures: Cultural factors also contribute to the prevalence of cyber fraud in Nigeria. 

Interviews with sociologists and criminologists revealed that societal pressure to achieve financial success, 

combined with the glorification of wealth (often acquired through dubious means), drives many young 

Nigerians toward cyber fraud. The term “Yahoo boys,” which describes young Nigerian internet fraudsters, 

has become a symbol of status and success in certain areas of the country, particularly in urban regions. 

Nigeria’s Domestic Response to Cyber Fraud 

To a certain extent, Nigeria’s government has taken several measures to combat the issue of cyber fraud. 

Looking at the anti-cyber measures, the Cybercrimes Act of 2015 can be considered one of the efforts against 

cybercrime in the country. The law also establishes the formation of a Cybercrime Advisory Council to 

oversee Nigeria’s cybersecurity initiatives and outlines fines for various types of cyber frauds.  

In addition to legal reforms, Nigeria has established collaborations with international agencies to strengthen its 

capacity to tackle cybercrime perpetrators. Nonetheless, Aina (2019) points out that these management control 

measures have not been successfully executed because of systemic corruption, resource shortages, and a lack 

of technical expertise in law enforcement agencies. 

Socio-economic factors also explain the continuities of cyber fraud in Nigeria. High levels of unemployment, 

poverty, and inequality in Nigeria facilitate the success of cybercriminals. Young job seekers in Nigeria, 

unable to find legal employment in their fields, engage in cybercrimes to earn money and thus "escape’ 

poverty. 

Overview of Cyber Fraud Types 

The research indicates that Nigerian cyber fraud has significantly evolved from the early "419 scams” to more 

sophisticated schemes. Based on interviews with law enforcement officials and cybersecurity experts, the most 

common forms of Nigerian cyber fraud between 2007 and 2022 include: 

Business Email Compromise (BEC): This is one of the most widespread forms of cyber fraud, wherein 

fraudsters compromise legitimate business email accounts to deceive companies into transferring large sums of 

money. BEC schemes involving Nigerian cybercriminals have targeted companies worldwide, especially in the 

United States and Europe.   
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Phishing and Identity Theft: Nigerian cybercriminals have participated in phishing schemes to steal personal 

information, including credit card details, passwords, and Social Security numbers. These schemes often 

involve creating counterfeit websites that imitate legitimate financial institutions. 

Romance Scams: In this type of fraud, perpetrators create fake online identities to establish romantic 

relationships with victims and then manipulate them into sending money. Interviews with experts revealed that 

romance scams often target vulnerable individuals in Western countries, with Nigerian fraudsters posing as 

military personnel, professionals, or entrepreneurs. 

Lottery and Inheritance Scams: These schemes, a continuation of the traditional “419 scam,” involve emails 

that inform recipients they have won a lottery or are the beneficiary of a large inheritance. Victims are then 

asked to pay fees or taxes upfront to claim their winnings. 

Cryptocurrency Fraud: The rise of cryptocurrency has provided new avenues for cybercriminals to engage in 

fraudulent schemes. Nigerian cybercriminals have increasingly turned to cryptocurrencies to launder money 

and evade detection by authorities. 

Challenges Of International Collaboration 

1. Jurisdictional boundaries and differing national legal frameworks pose significant challenges to 

effective international prosecution of cybercriminals. 

2. Nigeria's law enforcement agencies, such as the Economic and Financial Crimes Commission (EFCC), 

often lack the necessary technical expertise, funding, and infrastructure to tackle sophisticated cyber 

fraud schemes effectively. 

3. Corruption and weak institutions in Nigeria hinder the country's ability to fully engage in global 

cybercrime prevention efforts and undermine the integrity of local law enforcement. 

Effectiveness of International Responses 

Although there has been some success in combating Nigerian cyber fraud, the literature indicates that there are 

still more hurdles to overcome. Similarly, Finklea (2018) and Aina (2019) argue that due to globalization, it 

becomes very difficult for the law to capture the offenders since perpetrators of cyber fraud exploit the 

advantages of different jurisdictions' laws and, in the process, use sophisticated technological devices in their 

crimes. 

Furthermore, differences in conventions in international law and their implementation hinder the fight against 

cyber fraud. Despite the Budapest Convention being the legal framework for combating cybercrime, not all 

countries have assented to the agreement, and they may have incompatible domestic laws; all of these factors 

can limit cooperation. 

Prosecution and Prevention of Cyber Fraud Cases Involving Nigerians 

The study highlights several successes in the international response to Nigerian cyber fraud. Notable 

achievements include the prosecution of high-profile cybercriminals such as Obinwanne Okeke and Olalekan 

Ponle, both of whom were extradited to the United States and convicted of wire fraud. These cases illustrate 

the potential for international legal cooperation to yield positive results, particularly when bolstered by strong 

legal frameworks and bilateral agreements. Finklea (2018). 

Moreover, international awareness campaigns and cybersecurity training programs have helped reduce the 

vulnerability of businesses and individuals to cyber fraud. For instance, the FBI’s IC3 has launched several 

awareness campaigns aimed at educating the public on how to detect and avoid BEC scams and phishing 

attacks. 
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Impact Of Cyber Fraud Cases on Nigeria's Image in the International Community 

The quantitative analysis of cyber fraud cases involving Nigerian actors highlights the rising prevalence and 

financial impact of such activities from 2007 to 2022. Drawing on data from the FBI’s Internet Crime 

Complaint Center (IC3), INTERPOL, and the Nigerian Economic and Financial Crimes Commission (EFCC), 

it examines trends in reported cases and associated financial losses. The study also underscores the vital role of 

international cooperation in addressing these challenges, emphasizing the need for improved law enforcement 

capacity, global governance, and legal harmonization. By presenting a thorough review of the data and its 

implications, this study lays a foundation for understanding the magnitude of Nigerian cyber fraud and 

assessing the effectiveness of international responses during the study period. 

The data collected from the FBI’s Internet Crime Complaint Center (IC3), INTERPOL, and the Nigerian 

Economic and Financial Crimes Commission (EFCC) shows a marked increase in the number of reported 

cyber-fraud 

1. Between 2007 and 2022, the number of cyber fraud complaints involving Nigerian actors increased by 

approximately 300%, according to IC3 data. This surge is largely attributed to the growing 

sophistication of Nigerian cybercrime syndicates as well as the global expansion of internet 

connectivity. 

2. The financial losses associated with these scams are substantial. In 2020 alone, BEC fraud linked to 

Nigerian cybercriminals caused over $1.8 billion in losses globally, with the United States being the 

most affected. The total financial impact of Nigerian cyber fraud during the study period is estimated to 

exceed $10 billion. 

Quantitative Analysis of Cyber Fraud Cases In Nigeria 

The table below summarizes the annual financial losses due to Nigerian cyber fraud schemes reported by IC3 

between 2007 and 2022. 

Year   Reported Cases Financial Losses (USD) 

2007   12,500          $120 million            

\2012   45,200          $540 million            

2017   89,000          $1.1 billion            

2022   180,500         $1.9 billion            

 

This data underscores the growing scope of Nigerian cyber fraud and the need for more effective international 

cooperation and enforcement. 

Enhancing Law Enforcement Capacity 

Capacity Building for Nigerian Law Enforcement: International organizations like INTERPOL and 

Europol, in partnership with governments, should invest in building the capacity of Nigerian law enforcement 

agencies to tackle cybercrime. This could involve specialized training, provision of cybersecurity technology, 

and financial resources to enhance investigative capabilities. 

Creation of Joint Cybercrime Task Forces: To improve cooperation, countries should establish joint task 

forces comprising law enforcement agencies from affected countries and Nigeria. These task forces would 

facilitate intelligence sharing, joint operations, and real-time investigations into Nigerian cybercrime 

syndicates. 
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Investment in Technology for Cybercrime Detection: Law enforcement agencies globally need to invest in 

cutting-edge technology to detect and prevent cyber fraud. This includes artificial intelligence (AI)-driven 

analytics to monitor suspicious online activities and enhanced tracking tools for cryptocurrency transactions 

used in cyber fraud. 

Addressing Socio-Economic Drivers 

Job Creation and Economic Development: The Nigerian government, with international support, should 

focus on creating employment opportunities, particularly for its youth, as part of a long-term strategy to reduce 

cybercrime. Economic initiatives should target tech-savvy individuals who may otherwise turn to cyber fraud, 

providing them with legitimate avenues for economic empowerment. 

Cybercrime Awareness Campaigns: Both in Nigeria and internationally, governments should invest in 

public awareness campaigns to educate individuals and businesses about the risks of cyber fraud and how to 

protect themselves. In Nigeria, such campaigns should target young people to discourage involvement in 

cybercrime by promoting legitimate digital entrepreneurship. 

Cultural and Social Reorientation: In addition to economic initiatives, there needs to be a social 

reorientation in Nigeria that challenges the glorification of wealth through illegal means. Educational 

programs, social media campaigns, and community engagement activities should emphasize ethical behavior, 

the consequences of cybercrime, and the benefits of pursuing lawful careers in technology. 

Improving Global Cybercrime Governance 

Establishment of a Global Cybercrime Database: To enhance data sharing and collaboration, international 

organizations should consider creating a global database of cybercrime incidents, perpetrators, and 

investigative tools. This database would enable law enforcement agencies across the world to access real-time 

information on cyber fraud trends and track international cybercrime networks more effectively. 

Strengthening International Organizations’ Roles: Organizations like the United Nations, INTERPOL, and 

Europol should play a more proactive role in facilitating cybercrime prevention by offering technical 

assistance, fostering global cooperation, and encouraging the adoption of unified cybercrime strategies. 

Strengthening International Legal Cooperation 

Nigeria Should Ratify the Budapest Convention: To facilitate better cross-border collaboration and 

streamline the prosecution of cybercriminals, Nigeria should become a signatory to the Budapest Convention 

on Cybercrime. This would enhance Nigeria’s legal alignment with international standards and improve 

cooperation with other countries. 

Harmonization of National Cybercrime Laws: Countries affected by Nigerian cyber fraud should work 

towards harmonizing their national cybercrime laws to avoid jurisdictional conflicts and streamline 

prosecution. Multilateral organizations like the UN should push for greater legal convergence on cybercrime 

definitions, penalties, and prosecutorial standards. 

 Faster Extradition Processes: There should be greater international pressure on countries to expedite the 

extradition of cybercriminals, particularly in cases involving high-value cyber fraud schemes. Bilateral 

agreements between countries like Nigeria and the United States, the United Kingdom, and the European 

Union should include specific provisions for the fast-tracking of extradition requests 

SUMMARY AND CONCLUSION 

This summary is structured around three key areas: international legal responses, law enforcement 

collaboration, and challenges and gaps in the existing responses. 

http://www.rsisinternational.org/


INTERNATIONAL JOURNAL OF RESEARCH AND INNOVATION IN SOCIAL SCIENCE (IJRISS) 

ISSN No. 2454-6186 | DOI: 10.47772/IJRISS | Volume IX Issue VI June 2025 

Page 5143 
www.rsisinternational.org 

 
 

 

 

International Legal Responses: The study analyzes the evolution of international legal frameworks designed 

to combat cyber fraud.  It highlights the Budapest Convention on Cybercrime (2001) as a landmark agreement 

aiming for harmonized national laws and improved cross-border cooperation. However, Nigeria's absence as a 

signatory is noted as a significant limitation.  The study also examines national legal frameworks, such as the 

U.S. Computer Fraud and Abuse Act (CFAA) and Nigeria's 2015 Cybercrimes Act, recognizing their 

importance but highlighting inconsistencies in enforcement due to differences in national laws, jurisdictional 

issues, and capacity limitations, particularly within Nigerian law enforcement agencies. 

Law Enforcement Collaboration:  The role of international cooperation in addressing Nigerian cyber fraud is 

emphasized.  The study highlights successful operations like Operation Rewired (2019), a global effort 

involving INTERPOL, the FBI, and other agencies which resulted in numerous arrests. Initiatives by 

INTERPOL and Europol, focused on information sharing, joint investigations, and capacity building, are also 

acknowledged as contributing to improved detection and response.  Despite these achievements, resource 

constraints, corruption within Nigerian institutions, and technical gaps remain significant obstacles.  Many 

Nigerian agencies lack the expertise and technology necessary to tackle sophisticated cybercrime schemes 

effectively. 

Challenges and Gaps in Responses: Several key challenges hinder effective responses to Nigerian cyber 

fraud.  These include: 

Jurisdictional issues: The transnational nature of cybercrime makes cross-border coordination and 

prosecution difficult. 

Resource limitations within Nigeria: Despite legislative efforts, resource constraints and corruption within 

Nigeria significantly hamper enforcement. 

Rapid evolution of cyber fraud techniques:  The constant adaptation and innovation of cybercriminals 

requires law enforcement agencies to continuously update their skills and tools. 

The study concludes that while international responses, notably legal frameworks and coordinated law 

enforcement actions, have achieved some success in arrests and prosecutions, inconsistent legal frameworks, 

corruption, and inadequate resources continue to undermine effectiveness.  The socio-economic factors driving 

cyber fraud in Nigeria, such as high unemployment and cultural pressures, further compound the issue. 

RECOMMENDATIONS 

Addressing the Socio-economic Roots: Tackle underlying issues like unemployment and poverty to reduce the 

supply of individuals turning to cybercrime. 

Strengthening International Legal Cooperation: Encourage Nigeria to ratify the Budapest Convention and 

promote the harmonization of national cybercrime laws to reduce jurisdictional conflicts and streamline 

prosecutions. Expedite extradition processes. 

Improving International Law Enforcement Capacity: Provide technical and financial assistance to Nigerian law 

enforcement, establish joint cybercrime task forces, invest in cutting-edge technology (AI), and promote the 

development of a global cybercrime database. 
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