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ABSTRACT

Language assessments are unique because they evaluate a wide range of skills that require careful and fair
monitoring. However, many online proctoring systems are built for general tests and do not fully address the
special needs of language testing. This paper presents a practical framework to guide the design of proctoring
systems tailored specifically for language assessments. The framework was developed through a systematic
literature review, which helped identify key challenges and best practices from existing research. It highlights
the importance of reliability, practicality, ease of use, privacy, and fairness in proctoring online language
assessments. By using this framework, proctoring system developers and educators can build proctoring
solutions that respect the complexities of language skills while maintaining academic integrity.
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INTRODUCTION

The education field has experienced a significant transformation with the inevitable adoption of online learning
especially after the emergence of the Covid-19 pandemic (Hussein et al., 2020). This shift has imposed the need
of exploring innovative and modern approaches to assessment, including the use of proctoring tools (Bryson &
Andres, 2020). Compared to traditional paper and pen language assessment, online assessment offers numerous
advantages such as flexibility and accessibility (Cheng & Chau, 2016; Stojan et al., 2021). However, as the
virtual spaces take over the traditional face-to-face assessment setting, the demand for secure and reliable

approaches of evaluating students' abilities in online settings has become increasingly apparent (Luburi¢ et al.,
2021).

Language assessments frequently include interactive tasks such as speaking and listening exercises. These
language skills are dynamic and require evaluators to consider various nuances, including pronunciation, fluency,
and comprehension. Conventional online proctoring systems, primarily designed for objective assessments like
multiple choice questions, lack the ability to effectively monitor and assess complex language tasks. Isbell et al.
(2023) emphasise that remote proctoring in language testing raises concerns about fairness and justice, especially
when the proctoring methods are not tailored to the specific demands of language assessments. In addition, not
all students have equal access to reliable internet, up-to-date devices, or quiet, private areas for taking language
tests. These challenges can affect how well they do, especially in language assessments that require speaking
and listening in real time. Cele and Maphalala (2025) emphasise that these automated proctoring systems can
unintentionally put some students at a disadvantage. As a result, such tools may compromise the fairness of the
assessment process and raise important concerns about social justice in education.

The study by Hodges et al. (2020) highlights how rapid technological adoption during the pandemic often
overlooked educational best practices and teaching principles. As a result, significant concerns like fair
assessment and academic honesty were treated more as technical issues than as educational priorities.
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Most research articles on proctoring systems note that these tools are typically developed by commercial
companies or third-party developers rather than educational institutions (Isbel, et al, 2023). This leads to a
tendency to prioritise the prevention of academic dishonesty over the preservation of pedagogical integrity, thus
failing to accommodate the cognitive and contextual complexities of assessments, especially language testing.

Privacy issue is another major concern in online proctoring, as many students find the constant video and audio
monitoring to be intrusive and stressful, which can negatively affect their performance (Dawson, 2021). As
Balash et al. (2021) highlight, students often feel uneasy about the extent and type of personal data being
collected, raising important ethical questions about these practices.

This paper addresses the urgent need for a framework to guide the design of online proctoring systems tailored
for language assessments. Drawing on a systematic review and insights from multiple disciplines, the framework
aims to help developers create proctoring systems that are educationally meaningful, ethically responsible, and
technically reliable. It can benefit several groups by a) providing clear guidelines for technology developers to
create proctoring tools that meet the specific needs of language assessments. b) ensuring test-takers experience
a more transparent and unbiased testing environment. c¢) enabling educational institutions to implement reliable
proctoring systems that improve both the security and fairness of online exams Therefore, this study intends to
address the following research questions:

1. What essential elements of proctoring systems for language assessment are commonly identified in the
literature?

2. What are the current gaps and limitations in proctoring systems for language assessments that need
further investigation and framework development?

3. What recommendations have been made for future research on designing proctoring systems for language
tests?

LITERATURE REVIEW

A General overview of Online Proctoring

Online proctoring, or also called digital proctoring, e-proctoring, remote proctoring, or virtual proctoring, is an
automated process or method that help to prevent cheating and secure a test administration on online platforms
(Nguyen, 2023). The use of online proctoring has grown significantly in response to the increasing adoption of
online assessments, particularly in the context of ensuring fairness and security in remote testing environments
(King, Guyette, & Piotrowski, 2009). Over the years, this technology has evolved into various forms, each
designed to address specific challenges in remote assessment (Al Najar & Ahmad, 2024; Jia & He, 2022). Online
proctoring systems are typically categorised into three main types which are live proctoring, automated
proctoring, and hybrid systems (Jia & He, 2022).

Online Language Assessments

The rise of digital technology has significantly impacted language assessments. Online assessments offer greater
accessibility and flexibility, allowing for self-paced learning and evaluation (Means et al., 2014). Despite their
benefits, online assessments face issues such as ensuring academic integrity and accommodating various levels
oftechnological proficiency (Alqurashi, 2019). In language assessments different language skills require distinct
evaluation methods (Alderson, 2005). For instance, reading skills are often assessed through comprehension
questions, summarization tasks, and multiple-choice questions that test understanding of texts (Weir, 2005).
Writing skills are evaluated by analysing written compositions for coherence, grammar, vocabulary usage, and
adherence to given prompts (Hyland, 2003). Listening skills are typically assessed using audio recordings
followed by questions that measure the ability to comprehend and interpret spoken language (Buck, 2001).
Speaking skills are usually evaluated through oral exams, interviews, and interactive tasks that gauge fluency,
pronunciation, and communicative competence (Luoma, 2004).
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Gaps in Current Proctoring Systems for Language Assessments

Even though online proctoring technologies have improved a lot, they still face major challenges when it comes
to language assessments. Most traditional proctoring tools are designed for written tests or multiple-choice
questions but they do not handle the more interactive and spontaneous parts of language exams, such as speaking
in a conversation or simulating real dialogue, very well (Isbell et al., 2023).

On top of that, things like test anxiety, feeling self-conscious, and being watched while performing can really
affect how well someone speaks or listens during the test (Young, 1991). The pressure of constant monitoring
can make people more nervous which then impacts their fluency and how smoothly they express themselves.

Another problem is that many current proctoring systems are not flexible enough to handle different cultures and
languages. Al tools often struggle with recognising different accents, switching between languages, or
understanding cultural gestures, which can lead to mistakes or false alarms (Koenecke et al., 2020). This is
especially concerning in important international language tests where fairness should be a top priority.

Overall, online proctoring has grown a lot and plays an important role in keeping tests fair and secure, especially
for remote learning. Language tests, however, are different from regular exams because they involve speaking,
listening, and other interactive skills that need special ways to assess. Right now, many proctoring systems
struggle with these language tasks and do not always consider things like test anxiety or cultural differences.
Therefore, this paper aims to address this problem by creating a clear framework to help design online proctoring
systems specifically for language assessments.

METHODOLOGY

Systematic Literature Review

A systematic literature review was carried out to explore previous studies related to the research questions. The
approach followed the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) which
outlines the identification, screening, eligibility, and inclusion phases of the systematic review to ensure a
comprehensive and transparent review process (Page et al., 2021). In the identification phase, the literature on
online language proctoring was searched in April 2025. Databases searched included Scopus, Web of Science

n o <

and Google Scholar. Keywords used in various combinations included: "online proctoring", “digital proctoring”,
“e-proctoring”, "automated proctoring”, “remote proctoring” and “language assessment”. Boolean operators
‘OR’ and ‘AND’ were employed to refine the search results. In screening for the most relevant studies,
systematic inclusion and exclusion criteria were followed. Studies were included if they: (a) published in journals
or conference proceedings; (b) focused on online proctoring in the context of language assessments; (c)
published in English; and (d) published between 2015 and 2025. Exclusion criteria encompassed: (a) studies not
related to online proctoring; (b) articles on proctoring other subjects; and (c) articles published before 2015. The

PRISMA diagram of this study’s literature search and review process is shown in Figure 1.
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Figure 1 - PRISMA Flowchart for the Sample Identification Process
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Critical Analysis and Synthesis

Thematic analysis was employed to identify recurring patterns and themes within the selected studies. Following
the approach outlined by Thomas and Harden (2008), the process involved: (a) coding text line-by-line; (b)
developing descriptive themes; and (c) generating analytical themes that provide deeper insights into the data.
This method facilitates the synthesis of qualitative findings across multiple selected studies.

Development of the Framework

The framework was developed by carefully analysing and synthesising the key issues and findings from previous
studies gathered through a systematic literature review. From this review, important components related to online
proctoring for language assessments were identified. These components reflect technical aspects, such as audio-
visual tools and Al features, educational concerns, like communication skills and cultural sensitivity and
challenges and issues in language assessment proctoring. Using these insights, the framework was designed to
guide technology developers by highlighting the essential elements they need to consider when creating
proctoring systems tailored for language testing. This process ensures the framework is grounded in existing
research and addresses real challenges reported in the literature.

RESULTS

This section presents the main findings from the systematic literature review that contributed to the development
of the framework for online proctoring in language assessments. Several important themes were identified across
the selected studies. These findings have been organised to highlight the essential elements needed for the
development of effective and fair proctoring systems tailored to language assessment.

Methodological Overview

The reviewed studies employed diverse methodologies. Quantitative approaches including surveys,
experimental studies, and comparative analyses, dominate the research field, with studies such as Bhuiyan and
Islam (2023) and Milanovic et al. (2023) focusing on statistical analysis of learner outcomes and test score
comparability. Qualitative methods like interviews, case studies, and essays offer deeper insights into perceptions
and experiences, as demonstrated by Jalilzadeh et al. (2024) and Ozer (2024). Mixed methods approach, which
combine surveys with qualitative data, have been used to explore complex issues related to fairness and
technology use, as seen in the works of Coniam (2022) and Valkova (2024). Additionally, literature reviews and
conceptual discussions provide broader perspectives on technological and ethical implications, illustrated by
Rahmati and Sadhegi (2024) and Kassim (2021). Recent methodological trends show an increased use of mixed
and qualitative designs to capture detailed user experiences alongside quantitative findings.

Thematic Analysis of Research Scope and Focus Areas

Table 1 presents the thematic mapping of the 31 studies reviewed in this systematic literature review. Each study
was categorized based on its alignment with five key themes identified from the analysis: Online Assessments
During COVID-19, Remote Proctoring and Cheating Prevention, Al Integration in Language Assessment,
Technology Tools and Platforms, and Fairness, Integrity, and User Perceptions. This thematic classification
highlights the distribution of research focus areas and illustrates how individual studies contribute to these
critical domains. The table provides a comprehensive overview, enabling a clear understanding of thematic
trends and gaps within the existing literature.
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Theme

Authors

Online Assessments
During COVID-19

Abdullah Al Mamun Bhuiyan & A.K.M. Mazharul Islam; Purpura,
Davoodifard & Voss; Rahmati & Sadhegi

Remote Proctoring
and Cheating
Prevention

Thomas Wulstan Christiansen; Fitriani; Jalilzadeh, Rashtchi & Mirzapour;
O’Sullivan; Ozer; Purpura, Davoodifard & Voss; Waluyo & Nor; Isbell,
Kremmel & Kim; Poonpon; Valkova

Al Integration in
Language
Assessment

Thomas Wulstan Christiansen; David Coniam, Leda Lampropoulou &
Angeliki Cheilari; Momen Yaseen M. Amin; Asiah Kassim; Sutrisno Sadji
Evenddy & Welliam Hamer; Fitriani; Kim; Miles; O’Sullivan; Ozer;
Rahmatillah et al.; Resdiana & Yulientinah; Yen et al.; Isbell, Kremmel &
Kim; Valkova

Technology Tools
and Platforms

Asiah Kassim; Sutrisno Sadji Evenddy & Welliam Hamer; Klimanova,
Merrill & Spasova; Resdiana & Yulientinah; Whitelock, Edwards & Okada;

Yen et al.

Salim Al-Hashmi; Thomas Wulstan Christiansen; David Coniam, Leda
Lampropoulou & Angeliki Cheilari; David Coniam; Momen Yaseen M.
Amin; Asiah Kassim; Fitriani; Kim; Klimanova, Merrill & Spasova; Miles;
O*Sullivan; Ozer; Purpura, Davoodifard & Voss; Yen et al.; Isbell, Kremmel
& Kim; Poonpon; Valkova

Fairness, Integrity,
and User
Perceptions

Table 1 — Themes Emerged in The Selected Studies
Online Assessments During COVID-19

Several studies (Bhuiyan & Islam, 2023; Kassim, 2021) highlighted the rapid transition to online assessments
during the pandemic. Findings generally show positive acceptance of e-assessment systems supported by robust
infrastructure but also reveal challenges related to digital equity and fairness. Hence, adaptations in assessment
design and delivery were noted as necessary for maintaining validity.

Remote Proctoring and Cheating Prevention

Research on remote proctoring (Coniam et al., 2021; Purpura et al., 2021; Waluyo & Nor, 2024) highlights its
effectiveness in reducing malpractice but also draws attention to privacy concerns and technical glitches. Some
studies reveal increased cheating likelihood under remote conditions, prompting recommendations for
randomized questions and active monitoring (Jalilzadeh et al., 2024). It was also found that Al-enhanced
proctoring is promising but requires ethical safeguards (Isbell et al., 2023).

Al Integration in Language Assessment

Al's role in language learning and assessment is expanding, especially for personalised learning and automated
scoring (Amin, 2023; O’Sullivan, 2023). While Al tools improve grading consistency and learner confidence,
concerns persist regarding equity, privacy, and ethical use. Therefore, there is a need for clear Al guidelines in
integrating it in online language assessments.

Technology Tools and Platforms

Platforms such as LMS (Blackboard, Moodle), video conferencing tools (Zoom, Microsoft Teams), and
specialised proctoring software (Honorlock, ProctorTrack) are widely employed. These tools enhance
accessibility and assessment scalability but also introduce challenges including user anxiety, technological
reliability, and fairness perceptions (Christiansen, 2023; Coniam, 2021).

Fairness, Integrity, and User Perceptions

Fairness remains a central theme, with studies reporting mixed attitudes toward online assessments and
proctoring. Anxiety about privacy and trust in technology is frequently mentioned (Coniam, 2021; Valkova,
2024). Gender and cultural factors also affect perceptions and performance, indicating a need for inclusive
designs and policies.

Thematic Analysis of Key Findings

Recurring findings across studies include: (a) the effectiveness; (b) issues and challenges; (c) learner impact;
and (d) academic integrity violation. Online assessments and remote proctoring are largely effective alternatives
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to traditional testing, with minor performance differences and acceptance growing among learners and educators.
Issues of fairness, privacy, and technical reliability are prevalent, especially related to remote proctoring and Al
use. In addition, from the learner perspective, it was found that online language assessment proctoring can affect
learner anxiety and trust, influencing engagement and performance. However, despite technological solutions,
cheating remains a concern, prompting calls for innovative test designs and enhanced proctoring methods.

Future Recommendations from the Selected Studies

Future recommendations from the selected studies focus on several key areas. First, there is a need for
infrastructure improvements, emphasising investment in robust and equitable e-learning and assessment systems
(Bhuiyan & Islam, 2023; Kassim, 2021). Second, faculty and candidate training are highlighted to enhance
digital literacy and assessment skills among educators and learners, which can improve both acceptance and
effectiveness of online proctoring (Al-Hashmi, 2023; Coniam, 2021). Third, policy development is
recommended to establish clear ethical guidelines, fairness policies, and transparent proctoring protocols (Isbell
et al., 2023; Ozer, 2024). Lastly, technology refinement is called for, with a focus on creating reliable, user-
friendly proctoring and Al tools that include privacy safeguards and accessibility features (Purpura et al., 2021;
Valkova, 2024). Additionally, further research is encouraged to investigate cultural factors, find a balance
between access and integrity, and explore collaboration between Al and human proctors.

Framework for Developing Proctoring Systems for Online Language Assessments

Based on the findings from the systematic literature review, a framework was developed (Figure 2) to guide the
creation of online proctoring systems specifically for language assessments. The framework highlights key areas
that need attention to make proctoring systems reliable, fair, and user-friendly. First, technological reliability and
user experience are important, meaning the software should be stable, easy to use, and provide real-time technical
support to help reduce test-taker anxiety. Privacy, security, and ethics are also critical; strong data protection,
transparency about data use, and ethical Al with human oversight must be ensured to build trust. Fairness and
accessibility are emphasized by designing systems that work well regardless of internet quality, support
candidates with disabilities, and regularly check for bias. To maintain integrity, the framework suggests using
multiple layers of authentication, randomizing questions, and using Al to spot suspicious behaviour while
involving human review. Customisation for different language skills is another key part, recommending that
proctoring tools adapt the proctoring features based on different language skills to ensure the validity and
reliability of the test. Training and support for both test-takers and administrators are essential to help users feel
comfortable and manage the system properly. Finally, the framework calls for continuous evaluation through
user feedback, performance monitoring, and collaboration with researchers to keep improving the system. This
comprehensive framework aims to help developers build proctoring systems that truly meet the unique needs of
language testing.

Technological Reliability
and User Experience

Privacy, Security, and + Stable software
Ethics + Easytouse
- Real-time support
« Strong data protection
« Transparent data use
« Ethical Al with human oversight

+ Strong data protection
+ Transparent data use
+ Ethical Al with human oversight

\ } Fairness and Accessibility

FRAMEWORK FOR

« Collect feedback e N SYSTEMS IN ONLINE d

* Monitor performance

. Collabor:(e with researchers LANGUAGE Inte‘r!ty M‘Im"‘"u

ASSESSHENTS * Multi-factor authentication
« Randomized questions
\ « Al'+ human review for cheating
detection
Training and Support / Language Skills

Customisation
* For test-takers and admins

« Helps comfort and system + Adapts to different language
management skills

* Use suitable features for
different skills

Figure 2 - Framework for Developing Proctoring Systems for Online Language Assessments
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CONCLUSION AND RECCOMENDATIONS

This study has successfully developed a practical framework to guide technology developers in creating tailored
proctoring systems specifically designed for language assessments. The framework synthesises key factors
identified through a systematic literature review, emphasizing technological reliability, user experience, strong
privacy and security measures, and system flexibility to adapt to different needs. This framework aims to make
language testing fairer and more trustworthy, while also being easier to use for a wide range of test-takers.
Overall, the proposed framework provides a clear guide for creating effective, trustworthy, and adaptable
proctoring systems that are tailored for the unique demands of language assessments.

For future research, it would be valuable to test and improve this framework by applying it in real-life language
assessment settings. Getting feedback from both test-takers and administrators will help make sure the system is
user-friendly and meets everyone’s needs. It is also important to study the new technologies, like Al and
biometric tools, which could make proctoring even more secure and reliable. Lastly, paying close attention to
ethical concerns and privacy laws will help ensure these systems stay fair and respectful of users’ rights as the
technology evolves.
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