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ABSTRACT 

The rapid expansion of e-commerce in Bangladesh has revolutionized the marketplace, offering consumers 

unparalleled convenience and accessibility. However, this growth has also exposed significant legal and 

regulatory challenges, particularly in consumer protection. Fraudulent transactions, misleading advertisements, 

delayed refunds, weak data privacy protections, and cyber security threats have raised serious concerns about the 

effectiveness of existing legal frameworks. This study critically examines the adequacy of current laws, including 

the Consumers’ Rights Protection Act, 2009, the Cyber Security Act, 2023, and the Digital Commerce 

Operational Guidelines, 2021, in safeguarding online consumers. It identifies key gaps such as overlapping 

regulatory jurisdictions, weak enforcement mechanisms, and the absence of a dedicated e-commerce consumer 

protection law, which collectively undermine consumer rights in digital transactions. 

Through comparative legal analysis, the study evaluates best practices from India and the European Union (EU), 

including India’s Consumer Protection Act, 2019, and the EU’s General Data Protection Regulation (GDPR) and 

Digital Services Act (DSA). These international models highlight potential regulatory improvements that could 

be adapted to the Bangladeshi context. The study also incorporates case studies of major e-commerce frauds, 

such as Evaly, Eorange, and Daraz refund delays, to illustrate systemic regulatory failures. 

To address these issues, the research proposes a unified E-Commerce Consumer Protection Act, mandatory 

registration for online businesses, stricter data protection laws, and the establishment of e-commerce consumer 

courts for swift dispute resolution. Additionally, it emphasizes the need for greater inter-agency coordination, 

stronger enforcement agencies, and enhanced consumer awareness programs. The findings underscore the urgent 

necessity of legal and policy reforms to foster a transparent, secure, and consumer-friendly e-commerce 

ecosystem in Bangladesh, ensuring long-term digital economic growth. 

Keywords: E-commerce law in Bangladesh, Consumer protection regulations, Cyber Security Act, 2023, Online 

dispute resolution, Legal reforms in e-commerce, Regulatory challenges in digital commerce, Data privacy and 

digital fraud. 

INTRODUCTION 

The rapid expansion of e-commerce in Bangladesh has transformed the retail and service industry, providing 

consumers with unparalleled convenience and accessibility. Over the last decade, Bangladesh has experienced a 

significant shift towards digital transactions, driven by increasing internet penetration, widespread mobile 

financial services (MFS), and shifting consumer behaviors. According to the Bangladesh Telecommunication 

Regulatory Commission (BTRC), there were over 130 million internet users in Bangladesh as of January 2024, 
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with approximately 40 million active online shoppers.[1] The COVID-19 pandemic further accelerated this 

digital transition, pushing traditional businesses towards online platforms and increasing consumer dependence 

on digital marketplaces.[2] This rapid digitization, while beneficial, has exposed critical weaknesses in consumer 

protection laws, raising concerns about fraudulent transactions, misleading advertisements, cyber security 

vulnerabilities, and the lack of accountability among e-commerce operators. 

The e-commerce industry in Bangladesh is projected to reach $3 billion by 2025, making it one of the fastest-

growing digital markets in South Asia.[3] Major platforms such as Daraz, Pickaboo, Chaldal, and AjkerDeal, 

alongside social media-based commerce (F-commerce) on platforms like Facebook and WhatsApp, have played 

a crucial role in this expansion.[4] However, with the rapid rise of online businesses, consumers have also faced 

an increase in deceptive business practices. Numerous complaints related to fraudulent transactions, delayed 

refunds, non-delivery of products, and misrepresentation of goods have exposed gaps in legal enforcement and 

consumer protection frameworks. In 2023 alone, the Directorate of National Consumer Rights Protection 

(DNCRP) received over 12,000 complaints against online businesses, highlighting systemic regulatory 

failures.[5] 

A prime example of the vulnerabilities within Bangladesh’s e-commerce sector is the Evaly scandal. Evaly, once 

a promising e-commerce startup, lured consumers with deep discounts and unrealistic cash back offers, operating 

on a Ponzi-like business model. By 2021, the company had failed to deliver thousands of orders, leading to a 

financial scandal involving unpaid merchants and customers. Similar cases, such as those of Eorange, Dhamaka 

Shopping, and Alesha Mart, have demonstrated that existing legal frameworks are insufficient to prevent 

fraudulent activities in the digital marketplace.[6] These incidents not only undermine consumer confidence but 

also raise fundamental questions about the effectiveness of e-commerce regulations in Bangladesh. 

LEGAL FRAMEWORK GOVERNING E-COMMERCE IN BANGLADESH 

In response to growing consumer concerns, the government has enacted several laws and policies to regulate e-

commerce operations. The Consumers’ Rights Protection Act, 2009 remains the primary legislation for consumer 

protection, but its applicability to digital commerce is ambiguous.[7] The Cyber Security Act, 2023, which 

replaced the Digital Security Act, 2018, aims to address cyber fraud and digital threats, yet concerns remain 

regarding its enforcement and scope.[8] Other relevant regulations include: 

 The National Digital Commerce Policy, 2018 (Amended 2020), which provides guidelines for digital 

trade, though enforcement remains weak.[9] 

 The Digital Commerce Operational Guidelines, 2021, which impose rules on refund policies, transaction 

security, and fair advertising practices, but lack strict penalties for non-compliance.[10] 

 The Contract Act, 1872, and the Sale of Goods Act, 1930, which govern online contracts and consumer 

rights, though drafted before the digital era, making them inadequate for addressing modern e-commerce 

disputes.[11] 

Despite these regulations, the absence of a comprehensive e-commerce consumer protection law, coupled with 

weak enforcement mechanisms, has created a legal vacuum that allows fraudulent businesses to operate 

unchecked. Furthermore, overlapping jurisdictional conflicts among Bangladesh Bank, BTRC, and DNCRP have 

resulted in ineffective monitoring and dispute resolution¹². 

OBJECTIVES OF THE STUDY 

Given the growing concerns over online fraud and deceptive trade practices, this research aims to address two 

fundamental legal questions: 

1. Are Bangladesh’s existing laws sufficient to protect online consumers from fraud and unfair business 

practices? 

2. If not, what legal and policy reforms are necessary to ensure a safer and more transparent e-commerce 

ecosystem? 
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This research further aims to: 

1. Assess the adequacy of Bangladesh’s existing legal framework in regulating e-commerce and consumer 

protection. 

2. Identify gaps in enforcement and implementation that leave consumers vulnerable to fraud. 

3. Analyze case studies of fraudulent e-commerce operations (such as Evaly, Eorange, and Alesha Mart) to 

highlight systemic weaknesses. 

4. Compare Bangladesh’s regulatory approach with international best practices from country like India and 

the European Union. 

5. Propose concrete legal and policy reforms to create a secure, transparent, and consumer-friendly e-

commerce ecosystem. 

While Bangladesh’s e-commerce sector presents immense economic opportunities, its continued success depends 

on the implementation of robust legal and regulatory reforms. The absence of strong consumer protection laws, 

lack of enforcement mechanisms, and unregulated F-commerce activities pose significant risks to consumer trust. 

This study will critically analyze the effectiveness of Bangladesh’s current legal framework, highlight regulatory 

gaps, and propose comprehensive legal reforms to enhance consumer protection in the digital economy. Without 

immediate legal and institutional reforms, the trust deficit in the e-commerce sector will continue to widen, 

potentially hindering Bangladesh’s long-term digital economic growth. 

RESEARCH METHODOLOGY 

This study adopts a doctrinal legal research methodology, supplemented by comparative and case study analysis. 

Given the complex interplay between e-commerce, consumer protection, and regulatory enforcement, this 

approach enables a thorough examination of statutory laws, judicial precedents, and policy instruments relevant 

to Bangladesh. 

Doctrinal Legal Analysis 

The primary focus of this research is to critically analyze the adequacy of Bangladesh’s current e-commerce 

consumer protection laws, including: 

 The Consumers’ Rights Protection Act, 2009 

 The Cyber Security Act, 2023 

 The Digital Commerce Operational Guidelines, 2021 

 The Contract Act, 1872, and The Sale of Goods Act, 1930 

Legal provisions from these instruments are systematically examined to identify regulatory gaps and enforcement 

deficiencies. Additionally, relevant judgments and rulings from Bangladeshi courts are reviewed to assess judicial 

interpretations of consumer rights in e-commerce.[12] 

Comparative Legal Analysis 

To develop an informed perspective on best practices, this study incorporates a comparative analysis of legal 

frameworks from India and the European Union (EU).[13] India’s Consumer Protection Act, 2019 and E-

Commerce Rules, 2020 provide an insightful benchmark, as they address digital consumer protection explicitly. 

Meanwhile, the EU’s General Data Protection Regulation (GDPR) and Digital Services Act (DSA) offer 

advanced mechanisms for ensuring transparency, liability, and consumer security in online transactions. The 

comparison highlights legal provisions that could be adapted to the Bangladeshi context.[14] 

Case Study Methodology 

Real-world examples of fraudulent e-commerce practices in Bangladesh are examined to demonstrate how 

regulatory shortcomings impact consumers. Notable case studies include: 
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 Evaly (2021): Ponzi-style fraudulent business model that led to massive consumer losses.[15] 

 Eorange & Dhamaka Shopping (2021): Deceptive business practices and failure to refund consumers. 

 Daraz Refund Delays (2023): Consumer complaints regarding delayed refunds and misleading 

promotions.[16] 

These cases serve as empirical evidence of systemic weaknesses in consumer protection laws and their 

enforcement. 

Qualitative Expert Analysis 

Insights from legal practitioners, regulatory officials, and consumer rights advocates have been incorporated 

through semi-structured interviews and policy reports. These perspectives provide qualitative depth to the 

research by reflecting on practical challenges in enforcement and the feasibility of proposed reforms.[17] 

LIMITATIONS OF THE STUDY 

Despite employing a rigorous doctrinal and comparative legal research methodology, this study has certain 

limitations due to practical, methodological, and resource constraints. However, each limitation is acknowledged 

and justified to ensure the research remains transparent and academically robust. 

Lack of Primary Empirical Data 

The research primarily relies on secondary data sources, including statutes, case law, government reports, and 

legal scholarship. While qualitative expert opinions provide practical insights, the absence of consumer surveys 

or first-hand judicial data collection limits empirical validation of certain claims. However, the doctrinal legal 

approach necessitates reliance on legislative texts, case precedents, and regulatory policies rather than primary 

empirical data. Given the legal nature of the study, the focus remains on statutory interpretation and regulatory 

evaluation to ensure legally authoritative findings.[18] 

Rapidly Evolving E-Commerce Landscape 

Bangladesh’s e-commerce regulations are frequently updated, such as the recent Cyber Security Act, 2023. Given 

the dynamic nature of digital commerce, legislative changes may have occurred after the completion of this study. 

However, this study adopts a principle-based legal analysis, which ensures that its recommendations remain 

adaptable to future legislative developments. By focusing on core regulatory deficiencies rather than specific 

laws, the findings maintain their relevance despite legal amendments.[19] 

Limited Scope of Comparative Analysis 

The study primarily compares Bangladesh’s e-commerce consumer protection laws with those of India and the 

European Union (EU). It does not extensively analyze frameworks from other jurisdictions such as the United 

States, China, or South Korea. The selection of India and the EU was based on their direct legal relevance to 

Bangladesh—India due to shared legal traditions and socio-economic conditions, and the EU as a global best-

practice model for digital consumer protection. Expanding the comparative scope to include additional 

jurisdictions would require further resources and extend beyond the study’s immediate objectives.[20] 

Challenges in Case Study Generalization 

This study incorporates case studies of fraudulent e-commerce platforms in Bangladesh, such as Evaly, Daraz, 

and Eorange, to illustrate regulatory loopholes and enforcement challenges. However, these cases do not represent 

all online businesses in Bangladesh. The findings, therefore, do not imply that the entire sector engages in 

fraudulent practices. The justification for selecting these cases lies in their high-profile nature and legal 

significance, which provide empirical evidence of systemic weaknesses in the regulatory framework. 

Additionally, using well-documented case studies enhances the study’s reliability by ensuring that findings are 

based on verifiable legal incidents.[21] 
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While these limitations exist, they do not undermine the validity of the research. Instead, they define its scope 

and methodological boundaries, ensuring that its findings remain legally sound, policy-relevant, and adaptable to 

future legal developments. Future research may expand on empirical consumer surveys and comparative studies 

of additional jurisdictions to further enrich legal scholarship in this domain. 

EVOLUTION OF E-COMMERCE REGULATION IN BANGLADESH 

Early Stages (Pre-2010): Limited Online Business Activities and Absence of Legal Recognition 

The inception of e-commerce in Bangladesh can be traced back to the early 2000s when internet penetration was 

minimal and online business activities were virtually non-existent. The absence of legal recognition for digital 

transactions meant that businesses operated informally, with limited consumer participation. The regulatory 

framework was also inadequate, as traditional commercial laws such as the Contract Act 1872 and the Sale of 

Goods Act 1930 were not designed to address online transactions. Consequently, online business activities lacked 

both legal backing and consumer confidence. 

During this period, the primary legal framework governing commerce in Bangladesh was the Companies Act 

1994, which did not account for digital enterprises. Additionally, the Information and Communication 

Technology (ICT) Act 2006 was introduced to provide legal recognition to electronic records and transactions. 

However, its provisions were largely focused on cybercrimes rather than regulating online commerce. 

Expansion Phase (2010-2018): Emergence of Major Platforms and Initial Regulatory Response 

The period between 2010 and 2018 marked a significant shift in Bangladesh’s e-commerce landscape. The 

proliferation of smartphone and increased internet penetration facilitated the growth of digital commerce. Major 

e-commerce platforms such as Daraz, Pickaboo, Chaldal, and AjkerDeal emerged, transforming consumer 

shopping habits. The government recognized the necessity of regulating this burgeoning sector and took 

preliminary steps toward establishing a legal framework. 

In 2009, the government enacted the Consumers’ Rights Protection Act (CRPA), which, although not specifically 

designed for e-commerce, provided some consumer safeguards in digital transactions.[22] However, the law 

lacked provisions for online fraud, misleading advertisements, and digital transaction disputes. 

To further strengthen digital transactions, the National Digital Commerce Policy (NDCP) was introduced in 2018, 

setting guidelines for e-commerce platforms regarding data protection, transaction security, and dispute 

resolution.[23] The policy laid the foundation for the Digital Commerce Operational Guidelines (DCOG) 2021, 

which sought to address specific regulatory gaps in online commerce.[24] 

Despite these efforts, regulatory enforcement remained weak, and fraudulent business practices persisted. The 

lack of stringent penalties and a dedicated regulatory body allowed unscrupulous operators to exploit loopholes 

in the system. Moreover, social media-based commerce (F-commerce) flourished without adequate oversight, 

raising concerns about consumer protection. 

Post-2020 Challenges: Fraud Cases, Consumer Rights Violations, and Stricter Government Actions 

The post-2020 period witnessed the rapid expansion of e-commerce, partly driven by the COVID-19 pandemic, 

which forced many businesses to shift online. However, this boom also exposed significant regulatory 

weaknesses, as several fraudulent e-commerce platforms, such as Evaly, Eorange, and Dhamaka Shopping, 

deceived consumers through Ponzi-like business models.[25] These companies lured customers with deep 

discounts and unrealistic cash back offers but ultimately failed to deliver products or refunds. 

The collapse of these fraudulent businesses prompted stricter government intervention. In response, the Ministry 

of Commerce introduced the Digital Commerce Operational Guidelines 2021, which mandated transparent 

pricing policies, compulsory product delivery timelines, and a refund mechanism.[26] Additionally, the Cyber 

Security Act 2023 replaced the controversial Digital Security Act 2018, aiming to curb online fraud and cyber 
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threats.[27] The Directorate of National Consumer Rights Protection (DNCRP) also intensified its efforts in 

handling consumer complaints and penalizing fraudulent e-commerce operators. 

Despite these regulatory advancements, challenges remain. Many F-commerce businesses continue to operate 

without proper registration, and the lack of a standardized refund policy across mobile financial services (MFS) 

platforms complicates consumer dispute resolution.[28] The government continues to explore further regulatory 

enhancements to ensure a more secure and consumer-friendly e-commerce ecosystem. 

EMERGING LEGAL CHALLENGES IN E-COMMERCE CONSUMER PROTECTION 

The rapid expansion of e-commerce in Bangladesh has outpaced the evolution of its legal framework, thereby 

exposing consumers to a range of risks and uncertainties. The following analysis elucidates the emerging legal 

challenges in e-commerce consumer protection, with a focus on identifying the lacunae in existing regulations 

and enforcement mechanisms. 

Legal Uncertainty in Online Consumer Rights Enforcement 

Absence of Dedicated E-Commerce Consumer Protection Law 

The current regulatory landscape does not provide a dedicated legal framework specifically tailored for e-

commerce consumer protection. This absence creates significant gaps in the legal recourse available to 

consumers, as traditional consumer protection laws are not fully equipped to address the unique digital 

transactions and online business models. The lack of a specialized statute exacerbates the difficulty in establishing 

clear standards for fair trading practices in the virtual marketplace.[29] 

Overlapping Jurisdictions: Conflict between BTRC, Bangladesh Bank, and DNCRP in Enforcement 

Multiple regulatory authorities, including the Bangladesh Telecommunication Regulatory Commission (BTRC), 

Bangladesh Bank, and the Directorate of National Consumer Rights Protection (DNCRP), possess overlapping 

responsibilities. Such fragmentation often results in conflicting interpretations of regulatory mandates and 

inefficient enforcement mechanisms. This inter-agency overlap not only delays timely resolution of consumer 

grievances but also creates an environment where accountability is diffused among regulators.[30] 

Ambiguous Definition of ‘Consumer’ in Online Transactions: Need for Explicit Legal Recognition 

The digital context has rendered the traditional legal definition of a “consumer” ambiguous. In online 

transactions, the lack of clear demarcation—especially concerning digital goods, subscription services, and data-

driven products—hampers the consistent application of consumer rights. The study underlines the need for an 

explicit, modern definition that encompasses the nuances of digital consumption to facilitate effective legal 

protection.[31] 

Fraud and Misleading Practices by E-Commerce Platforms 

Case Study: Evaly Scam (2021) – How Legal Loopholes Allowed Fraudulent Business Models 

The Evaly scam serves as a prominent example of how deficiencies in the legal framework can enable fraudulent 

business models. The absence of stringent regulatory oversight allowed the platform to exploit legal loopholes, 

leading to significant financial losses for consumers. This case underscores the urgent need for comprehensive 

regulatory reforms that can preempt such malpractices.[32] 

Case Study: Daraz Refund Delays and Consumer Distrust (2023) 

In a recent incident reported by The Daily Star, Daraz faced widespread consumer outcry over delayed refunds 

and order cancellations. Consumers reported significant difficulties in receiving prompt reimbursements, which 
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further eroded trust in digital marketplaces. This case highlights the ongoing challenge of enforcing clear refund 

policies and the necessity for legal provisions that impose stringent penalties on non-compliance by e-commerce 

operators.[33] 

Case Study: AjkerDeal and Misleading Discounts (2022) 

Similarly, allegations against AjkerDeal have emerged from reports in the Dhaka Tribune, where consumers were 

misled by exaggerated discount claims and inaccurate product descriptions. Such practices have led to 

uninformed purchases and subsequent disputes, emphasizing the limitations of current legal standards in 

regulating promotional practices on digital platforms.[34] 

Fake Discounts and False Advertising – Challenges in Proving Deceptive Practices under Existing Laws 

Beyond isolated cases, deceptive practices—such as fake discounts and false advertising—remain pervasive. The 

burden of proof under current legal provisions poses a significant challenge, particularly when digital evidence 

is required to substantiate claims. Enhanced statutory frameworks and investigative protocols are critical to 

effectively combat these fraudulent practices.[35] 

Delayed Deliveries and Refund Failures – Inadequate Penalties and Lack of Clear Refund Policies 

Instances of delayed deliveries and failures in processing refunds are prevalent, highlighting the inadequacy of 

current penalties. The absence of clear and enforceable refund policies diminishes consumer confidence and 

places an undue burden on redressed mechanisms. Instituting defined contractual obligations and enforceable 

penalties is imperative to ensure that e-commerce operators adhere to consumer rights.[36] 

Case Study: Bikroy.com Data Vulnerability and Fraudulent Listings (2023) 

Recent reports by New Age have shed light on a data breach involving Bikroy.com, where consumer information 

was compromised, potentially facilitating fraudulent listings and identity misuse. This incident not only exposes 

the risks associated with weak data protection measures but also underscores the pressing need for robust cyber 

security protocols tailored to the e-commerce environment.[37] 

Lack of Legal Oversight for Social Media-Based E-Commerce 

Facebook and WhatsApp-Based Businesses – No Mandatory Registration or Tax Compliance 

The proliferation of e-commerce activities on social media platforms such as Facebook and WhatsApp has largely 

evaded formal regulatory oversight. These businesses often operate without mandatory registration, tax 

compliance, or adherence to consumer protection standards. The informal nature of these transactions makes it 

difficult to monitor and regulate the marketplace effectively.[38] 

Consumer Complaints against Unregistered Sellers – Lack of Redressed Mechanisms 

Without a centralized registry or licensing requirement, consumers have limited avenues to seek redress against 

unregistered sellers. The absence of a robust framework to handle consumer complaints further compounds the 

problem, leading to unresolved disputes and potential exploitation. Enhancing regulatory oversight and 

establishing clear redressal channels is essential to protect consumer interests in this domain.[39] 

Data Privacy and Cyber Security Concerns 

Unauthorized Use of Consumer Data – Weak Legal Provisions for Personal Data Protection 

The rapid digitization of consumer transactions has led to increased instances of unauthorized data usage. Current 

legal provisions are insufficient to protect personal data against misuse by e-commerce operators, thereby 
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exposing consumers to identity theft and privacy breaches. The study emphasizes the need for comprehensive 

data protection legislation that aligns with international best practices.[40] 

Rise in Digital Payment Fraud – Issues with MFS (bKash, Nagad) and Lack of Transaction Security 

The expansion of digital payment platforms such as bKash and Nagad has been accompanied by a surge in digital 

payment fraud. Weak transaction security protocols and inadequate consumer safeguards contribute to the 

vulnerability of these systems. Strengthening cyber security measures and establishing stringent regulatory 

oversight are imperative to mitigate these risks.[41] 

Weak Enforcement of Cybercrime Laws – Challenges in Prosecuting Digital Fraudsters 

The enforcement of existing cybercrime laws remains a significant challenge due to technical complexities and 

jurisdictional issues. The digital nature of fraud makes it difficult to gather admissible evidence, and the current 

enforcement mechanisms are often ill-equipped to handle cross-border cybercrimes. This highlights the need for 

reform in both the legal framework and investigative techniques to ensure effective prosecution.[42] 

Inadequate Consumer Awareness and Accessibility to Justice 

Lack of Knowledge about Consumer Rights – No Large-Scale Awareness Campaigns 

A critical barrier to effective consumer protection in e-commerce is the pervasive lack of awareness regarding 

consumer rights. The absence of coordinated, large-scale public awareness campaigns results in a significant 

information gap, leaving many consumers unaware of the remedies available to them in cases of dispute. 

Comprehensive outreach initiatives are necessary to empower consumers and promote informed decision-making 

in the digital marketplace.[43] 

Complexity in Filing Complaints – Bureaucratic Delays in the Directorate of National Consumer Rights 

Protection (DNCRP) 

Even when consumers are aware of their rights, the procedural complexity and bureaucratic delays inherent in 

filing complaints—particularly with the DNCRP—deter effective utilization of legal remedies. Streamlining 

complaint mechanisms and reducing administrative bottlenecks would significantly enhance access to justice for 

consumers, ensuring prompt redressal of grievances.[44] 

This study critically examines the multifaceted legal challenges confronting e-commerce consumer protection in 

Bangladesh. By highlighting issues such as regulatory ambiguity, fraudulent practices, inadequate oversight of 

social media commerce, data privacy concerns, and limited consumer awareness, it underscores the imperative 

for comprehensive legal reforms. Such reforms should aim to establish clear statutory frameworks, enhance inter-

agency coordination, and foster an environment where consumers can confidently engage in digital transactions.  

COMPARATIVE LEGAL ANALYSIS: BEST PRACTICES FROM OTHER 

JURISDICTIONS 

In examining the challenges of e-commerce consumer protection in Bangladesh, it is instructive to compare the 

legal frameworks of other jurisdictions that have implemented robust consumer safeguards. This section explores 

key features of India’s recent legislative initiatives and the European Union’s comprehensive regulatory regime, 

while integrating empirical data, examples, and case studies to illustrate effective best practices. 

India: Consumer Protection Act, 2019 & E-Commerce Rules, 2020 

Mandates Grievance Redressal within 30 Days 

The Consumer Protection Act, 2019, together with the E-Commerce Rules, 2020, imposes a statutory obligation 

on e-commerce operators to resolve consumer grievances within 30 days. This rapid redressal mechanism is 
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empirically shown to improve consumer trust by ensuring swift resolution of disputes. For example, a report by 

The Economic Times highlighted that a major online retailer, after adopting these guidelines, reduced its 

complaint resolution time by over 40%, leading to increased consumer satisfaction.[45] This regulatory 

requirement is critical in reducing the duration of unresolved disputes and mitigating associated financial and 

reputational damages. 

Requires Disclosure of Seller Details and Transparent Pricing Policies 

Indian regulations require e-commerce platforms to provide detailed information about sellers, including business 

registration numbers, physical addresses, and contact details. Transparency in pricing policies is similarly 

mandated to preclude hidden charges or manipulative discount practices. An analysis in LiveMint demonstrated 

that platforms with comprehensive seller disclosures and clear pricing information experienced fewer consumer 

complaints about billing discrepancies, suggesting a strong correlation between transparency and reduced 

fraud.[46] Recent case studies indicate that adherence to these norms has fostered a more reliable digital 

marketplace, thereby bolstering consumer confidence.[47] 

Strict Penalties for False Advertisements 

The framework enforces strict penalties for disseminating false or misleading advertisements. In a notable case 

reported by Business Standard, an online marketplace was fined significantly after consumers filed a complaint 

regarding the misrepresentation of product quality.[48] This imposition of severe sanctions serves as an effective 

deterrent against deceptive practices. The threat of high fines and operational suspensions, as detailed in the E-

Commerce Rules, 2020, has contributed to a decline in reported cases of false advertising, as verified by data 

collected by the Consumer Protection Authority of India.[49] 

Additional Case Study: Flipkart Consumer Dispute Resolution 

A recent study involving Flipkart, one of India’s largest e-commerce platforms, revealed that the implementation 

of a 30-day grievance redressal period has led to a 25% reduction in unresolved complaints over the past year.[50] 

This case exemplifies the practical benefits of strict regulatory timelines and transparent operational practices, 

further underscoring the efficacy of the Indian framework in protecting consumer rights. 

European Union: General Data Protection Regulation (GDPR) & Digital Services Act 

Stronger Consumer Data Protection Policies 

The GDPR sets a global benchmark for data protection, requiring explicit consent for data collection, detailed 

data handling disclosures, and granting consumers rights such as data portability and erasure. Empirical studies 

reveal that GDPR compliance has resulted in a significant decrease in data breaches across major e-commerce 

platforms in the EU.[51] For instance, a report by the Financial Times noted a 35% reduction in unauthorized 

data accesses among platforms with rigorous GDPR protocols, thereby enhancing consumer trust in digital 

services.[52] 

Higher Liability on E-Commerce Platforms for Fraudulent Sellers 

Under the Digital Services Act (DSA), e-commerce platforms are held more accountable for the conduct of third-

party sellers. This legal framework imposes higher liabilities on platforms that fail to monitor or remove 

fraudulent content promptly. In a notable case reported by Politico, an EU-based marketplace faced substantial 

penalties after multiple instances of counterfeit product listings were identified, illustrating the DSA's role in 

compelling platforms to adopt proactive monitoring systems.[53] The imposition of higher liability ensures that 

platforms remain vigilant, reducing consumer exposure to fraud. 

Ensures Transparent AI-Driven Pricing Algorithms 

The Digital Services Act also mandates that e-commerce platforms disclose details regarding AI-driven pricing 

algorithms. This measure is intended to prevent discriminatory pricing and ensure algorithmic transparency. The 
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Guardian has reported on early evaluations where the requirement led to significant improvements in consumer 

awareness regarding dynamic pricing strategies, thus curbing instances of algorithmic bias and fostering fairer 

market practices.[54] 

Additional Example: Amazon’s GDPR Compliance Measures 

Amazon’s proactive approach to GDPR compliance offers a useful example. The company instituted 

comprehensive data protection measures and transparent policies regarding AI-driven decisions, which have been 

linked to improved consumer confidence as evidenced by surveys published in The Economist.[55] This model 

demonstrates how strict regulatory compliance can be harmonized with operational efficiency in e-commerce. 

Lessons for Bangladesh 

Need for a Specialized E-Commerce Consumer Protection Act 

Bangladesh could substantially benefit from a dedicated E-Commerce Consumer Protection Act. Drawing on the 

Indian model, such legislation should articulate explicit consumer rights, enforce strict timelines for grievance 

redressal, and impose severe penalties for non-compliance. Empirical evidence from India indicates that 

specialized legislation reduces the incidence of fraud and dispute duration, suggesting that a tailored legal 

framework could similarly enhance consumer protection in Bangladesh.[56] 

Mandatory Registration of Social Media-Based E-Commerce Businesses 

With the rapid expansion of commerce on social media platforms, mandatory registration of these businesses is 

crucial. International best practices, as seen in several EU jurisdictions, require online sellers to register with a 

central authority, ensuring traceability and regulatory compliance. For instance, a regulatory pilot project in 

Spain, reported by El País, demonstrated that registration led to a marked decrease in fraudulent activities among 

social media sellers.[57] Such measures would bolster accountability and consumer confidence in Bangladesh’s 

burgeoning digital economy. 

Stronger Legal Backing for Refund and Return Policies 

Adopting robust refund and return policies is vital for maintaining consumer trust. Bangladesh can take cues from 

the Indian framework, which enforces a 30-day redressal period for refunds and returns. Empirical research 

indicates that clearly defined policies correlate with lower rates of consumer disputes and higher satisfaction 

rates, as seen in a comparative study published in the Journal of Digital Commerce (2023).[58] Legislative 

measures should mandate not only clear refund guidelines but also enforceable penalties for non-compliance. 

Stricter Advertising and Pricing Transparency Laws 

Drawing inspiration from India and the EU, Bangladesh should implement strict advertising and pricing 

transparency laws. These laws must require full disclosure of seller identities and pricing structures, along with 

robust penalties for deceptive practices. A recent case in Germany, detailed in Der Spiegel, revealed that strict 

regulatory oversight of advertising practices led to a significant reduction in consumer complaints regarding 

misleading promotions.[59] Adopting similar measures would help mitigate deceptive practices and foster a more 

equitable digital marketplace in Bangladesh. 

Additional Comparative Example: South Korea’s E-Commerce Regulations 

South Korea’s e-commerce regulatory framework, which emphasizes consumer rights and transparency, has 

proven effective in reducing online fraud. A study published in the Asian Journal of Law and Society (2024) 

noted that enhanced regulatory oversight in South Korea resulted in a 30% reduction in consumer complaints 

within two years of implementation.[60] This comparative data underscores the potential benefits of adopting 

similar measures in Bangladesh. 
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THE ROLE OF REGULATORY BODIES IN E-COMMERCE PROTECTION 

E-commerce has transformed Bangladesh's retail sector, but regulatory inefficiencies, overlapping jurisdictions, 

and weak enforcement mechanisms continue to leave consumers vulnerable to fraud, misleading advertisements, 

delayed refunds, and data breaches. The three primary regulatory bodies involved in digital consumer 

protection—the Directorate of National Consumer Rights Protection (DNCRP), the Bangladesh 

Telecommunication Regulatory Commission (BTRC), and Bangladesh Bank & Financial Regulators—face 

systemic challenges in enforcement. 

This section critically analyzes these regulatory gaps and proposes policy and legal reforms based on global best 

practices, including case studies from India, the European Union (EU), and South Korea. 

Directorate of National Consumer Rights Protection (DNCRP) 

The DNCRP, established under the Consumers’ Rights Protection Act, 2009 (CRPA), is responsible for 

investigating consumer complaints, penalizing businesses engaged in unfair trade practices, and promoting 

consumer awareness. However, its enforcement capacity is inadequate for dealing with the scale and complexity 

of e-commerce fraud. 

Challenges 

1. Severe Resource and Manpower Constraints 

The DNCRP remains critically understaffed, lacking sufficient inspectors, legal experts, and digital fraud 

analysts. In 2023 alone, the DNCRP received 12,000+ e-commerce complaints, yet only a small fraction of these 

were resolved.[61] Case backlogs have increased, leading to consumer frustration and diminished trust in 

regulatory enforcement. 

Comparative Perspective: 

 India’s Consumer Protection Act, 2019 established a dedicated Central Consumer Protection Authority 

(CCPA), equipped with digital forensic teams to investigate fraudulent e-commerce transactions.[62] 

 The UK’s Competition and Markets Authority (CMA) employs AI-driven monitoring to detect deceptive 

online marketing tactics, which Bangladesh’s DNCRP lacks.[63] 

2. Weak Enforcement and Lenient Penalties for Fraudulent Businesses 

Fraudulent e-commerce platforms such as Evaly, Eorange, Dhamaka Shopping, and Alesha Mart engaged in 

large-scale deception, offering deep discounts and cash back schemes before failing to deliver products. Despite 

clear violations of the Consumers’ Rights Protection Act, 2009, penalties were often limited to fines as low as 

BDT 50,000 ($450), which was insufficient to deter future misconduct.[64] 

Case Study: Evaly Scam (2021) 

 Evaly lured consumers with unrealistic cash back offers, accumulating BDT 10 billion ($100 million) in 

undelivered orders before collapsing. 

 Despite regulatory intervention, thousands of affected consumers have yet to receive refunds, as 

Bangladesh lacks a structured e-commerce compensation mechanism.[65] 

 In contrast, Singapore’s Consumer Protection (Fair Trading) Act allows authorities to freeze assets of 

fraudulent e-commerce companies, ensuring consumer refunds.[66] 

3. Legal Ambiguity in Handling Cross-Border E-Commerce Fraud 

The rise of international e-commerce platforms, such as AliExpress, Amazon, and Temu, has exposed gaps in 

DNCRP’s jurisdiction. Many Bangladeshi consumers face difficulties seeking refunds or legal recourse when 

dealing with overseas merchants who do not comply with Bangladeshi law.[67] 
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Proposed Reform: Establishing a Specialized E-Commerce Consumer Protection Cell (E-CCPC) 

A dedicated E-Commerce Consumer Protection Cell (E-CCPC) within DNCRP should be established with: 

 A digital forensics unit to track fraudulent online businesses. 

 Mandatory escrow-based payment systems, ensuring consumers receive refunds for undelivered goods. 

 Harsher penalties, increasing fines from BDT 50,000 to BDT 10 million ($90,000) for e-commerce fraud. 

 Legal cooperation agreements with foreign regulators, allowing action against cross-border fraud. 

Bangladesh Telecommunication Regulatory Commission (BTRC) 

The BTRC regulates digital communications, cyber security, and data privacy, but its role in e-commerce 

consumer protection remains limited. As more transactions shift online, BTRC must assume greater responsibility 

in regulating fraudulent digital trade practices. 

Challenges 

1. Lack of Regulatory Oversight over Social Media-Based E-Commerce (F-Commerce) 

Over 500,000 small businesses operate through Facebook, WhatsApp, and Instagram, yet these businesses remain 

unregistered and largely unregulated.[68] Consumers regularly report fake advertisements, fraudulent sellers, and 

unfulfilled orders, yet BTRC has no authority to regulate social media marketplaces. 

Case Study: Fake Online Stores on Facebook 

 In 2023, hundreds of Facebook-based sellers were found advertising counterfeit products and refusing 

refunds. 

 The absence of legal accountability makes F-commerce platforms a major hotspot for scams. 

Comparative Perspective: 

 The European Union’s Digital Services Act (DSA), 2022 holds platforms legally responsible for 

fraudulent advertisements and fake sellers.[69] 

 India’s E-Commerce Rules, 2020 mandate that F-commerce sellers register with the government, ensuring 

accountability. 

2. Weak Consumer Data Protection and Privacy Regulations 

Bangladesh lacks a dedicated data protection law, allowing e-commerce platforms to collect and misuse 

consumer data without proper consent. 

Case Study: Bikroy.com Data Breach (2023) 

 Hackers stole thousands of customer details due to weak cyber security. 

 The lack of a national data protection framework left affected users with no legal recourse.[70] 

Proposed Reform: Expanding Legal Authority to Regulate Online Marketplace Fraud 

 Mandate registration for all F-commerce businesses to ensure seller accountability. 

 Require digital marketplaces to remove fraudulent listings within 24 hours, similar to the EU Digital 

Services Act. 

 Introduce a Personal Data Protection Act, aligning with GDPR regulations. 

Bangladesh Bank & Financial Regulators 

Bangladesh Bank oversees digital payments, mobile financial services (MFS), and banking transactions, yet it 

lacks a robust e-commerce refund and dispute resolution framework. 
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Challenges 

1. No Uniform Refund Policy across Mobile Financial Services (MFS) 

MFS providers such as bKash, Nagad, and Rocket operate without a standardized refund mechanism, making it  

difficult for consumers to recover funds lost in e-commerce fraud. 

Case Study: MFS Fraudulent Transactions (2023) 

 Hundreds of online buyers paid through bKash and Nagad, only for sellers to disappear. 

 No legal framework exists to compel MFS providers to process refunds in such cases.[71] 

2. Rise in Digital Payment Fraud 

Bangladesh saw a 35% increase in online payment fraud in 2023, with fraudsters cloning digital wallets and 

executing unauthorized transactions.[72] 

Proposed Reform: Creating a Centralized Digital Payment Dispute Resolution System 

 Establish a national e-commerce grievance portal, integrating all MFS and banks. 

 Enforce mandatory chargeback policies, ensuring refunds for unauthorized transactions. 

 Introduce biometric authentication for high-value e-commerce transactions. 

Bangladesh’s e-commerce regulatory framework is fragmented, leaving consumers exposed to fraud, misleading 

advertisements, and weak refund mechanisms. Strengthening DNCRP, BTRC, and Bangladesh Bank through 

specialized consumer protection units, enhanced legal authority, and digital forensic capabilities is critical for 

building consumer confidence in the digital economy. 

Adopting best practices from India, the EU, and South Korea can ensure a secure and well-regulated e-commerce 

environment in Bangladesh. 

PROPOSED LEGAL AND POLICY REFORMS 

The rapid growth of Bangladesh’s e-commerce sector has outpaced its legal and regulatory framework, leading 

to fraud, misleading advertisements, delayed refunds, and cyber security threats. The Consumers’ Rights 

Protection Act, 2009, the Cyber Security Act, 2023, and the Digital Commerce Operational Guidelines, 2021 

contain limited provisions for e-commerce consumer protection and lack strong enforcement mechanisms.[73] 

To address these gaps, this section proposes a set of legal and policy reforms to build a more transparent, secure, 

and consumer-friendly e-commerce ecosystem. 

A Comprehensive E-Commerce Consumer Protection Law 

E-commerce regulations in Bangladesh remain fragmented across multiple laws, causing enforcement 

inefficiencies and jurisdictional conflicts.[74] The lack of a dedicated e-commerce consumer protection law has 

enabled fraudulent businesses like Evaly, Eorange, and Dhamaka Shopping to exploit legal loopholes, leaving 

thousands of consumers without refunds.[75] 

Proposed Reform: Unified E-Commerce Consumer Protection Act 

 Codify all e-commerce regulations under one comprehensive law, ensuring clarity and legal certainty. 

 Define key digital commerce terms, such as "online consumer," "digital transaction," and "e-commerce 

platform," to prevent legal ambiguities. 

 Introduce strict penalties for fraudulent businesses, with fines up to BDT 10 million ($90,000) and 

mandatory compensation for affected consumers. 
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 Establish an inter-agency regulatory body, comprising the DNCRP, BTRC, Bangladesh Bank, and the 

Ministry of Commerce, to ensure coordinated oversight. 

Comparative Model: 

India's Consumer Protection (E-Commerce) Rules, 2020 explicitly regulate digital commerce, ensuring platform 

accountability, consumer data protection, and standardized refund policies.[76] 

Mandatory Licensing and Regulation of Online Marketplaces 

E-commerce platforms like Daraz, Pickaboo, and Chaldal currently operate without standardized licensing 

requirements, allowing unverified sellers to engage in fraudulent activities.[77] Additionally, social media-based 

e-commerce (F-commerce) remains entirely unregulated, increasing consumer risks.[78] 

Proposed Reform: Compulsory Business Registration for E-Commerce and F-Commerce Sellers 

 Mandate that all e-commerce businesses obtain a government-issued digital trade license before operating. 

 Require social media-based sellers to register with BTRC, ensuring accountability and traceability. 

 Enforce seller verification processes, similar to India’s e-commerce seller disclosure rules, requiring 

businesses to display their registration, physical address, and business license details.[79] 

 Introduce a regulatory sandbox, allowing startups to operate with temporary regulatory exemptions while 

ensuring compliance. 

A Dedicated E-Commerce Dispute Resolution Mechanism 

Currently, Bangladeshi consumers face prolonged legal battles when seeking redress for e-commerce fraud, as 

cases fall under general consumer protection laws that lack specialized digital commerce provisions.[80] 

Proposed Reform: Establishment of E-Commerce Consumer Courts 

 Create fast-track e-commerce consumer courts; ensuring cases are resolved within 30 days. 

 Mandate e-commerce platforms to establish internal complaint-handling systems, resolving disputes 

within 7-14 days. 

 Develop an online consumer grievance portal, integrating all major regulators, financial institutions, and 

e-commerce platforms. 

Comparative Model: 

India’s E-Commerce Rules, 2020 require online platforms to resolve consumer disputes within 30 days, reducing 

unresolved complaints.[81] 

Strict Regulations on Digital Advertising and Marketing 

E-commerce businesses in Bangladesh frequently engage in deceptive marketing tactics, such as fake discounts, 

misleading product descriptions, and manipulated customer reviews.[82] While the Digital Commerce 

Operational Guidelines, 2021 address these issues, weak enforcement has failed to deter violations. 

Proposed Reform: Strengthening Transparency in E-Commerce Marketing 

 Ban misleading discounting strategies, where businesses artificially inflate prices before offering a 

"discount." 

 Mandate full disclosure of product details, including seller identity, warranty information, and return 

policy. 

 Introduce penalties up to BDT 5 million ($45,000) for deceptive advertisements, similar to EU e-

commerce transparency laws.[83] 
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 Require influencers to disclose paid promotions, preventing misleading endorsements. 

Comparative Model: 

The European Union’s Digital Services Act (DSA), 2022, mandates e-commerce platforms to remove misleading 

advertisements within 24 hours.[84] 

Strengthening Cyber security and Data Protection Laws 

Bangladesh lacks a dedicated data protection law, leaving e-commerce consumers vulnerable to data breaches, 

identity theft, and cyber fraud.[85] The Bikroy.com data breach (2023) exposed thousands of customer records 

due to weak cyber security infrastructure.[86] 

Proposed Reform: Enactment of a Bangladesh Digital Data Protection Act 

 Mandate strict data collection and privacy policies, similar to the EU’s General Data Protection 

Regulation (GDPR). 

 Require encryption for financial transactions, preventing fraudsters from intercepting consumer payment 

details. 

 Introduce fines up to BDT 10 million ($90,000) for data misuse, ensuring platforms prioritize cyber 

security. 

Streamlining Refund and Payment Dispute Systems 

Many e-commerce platforms lack a uniform refund policy, causing delays in reimbursements.[87]Additionally, 

mobile financial services (bKash, Nagad, Rocket) do not offer chargeback protections, making it difficult for 

consumers to recover lost funds.[88] 

Proposed Reform: Mandatory 30-Day Refund Policy for Online Purchases 

 Require e-commerce platforms to process refunds within 30 days, ensuring consumer protection. 

 Implement a centralized chargeback mechanism, allowing MFS users to reverse fraudulent transactions. 

 Introduce an automated refund system, reducing manual intervention in payment disputes. 

Comparative Model: 

India’s RBI Guidelines for Digital Payments, 2021, require banks and mobile wallets to process refunds within 

7 days.[89] 

Public Awareness and Education Campaigns 

Consumer awareness of digital rights and fraud prevention remains low in Bangladesh, making it easier for 

scammers to exploit uninformed buyers.[90] 

Proposed Reform: Nationwide Digital Consumer Education Initiatives 

 Launch a government-backed digital literacy campaign, educating consumers about safe online shopping, 

refund rights, and fraud prevention. 

 Collaborate with tech firms (Google, Meta) to introduce cyber security awareness programs. 

 Integrate digital consumer rights education into school and university curriculums, preparing future 

generations for safe online transactions. 

Bangladesh’s e-commerce regulatory framework remains weak, exposing consumers to fraud, misleading 

advertisements, and data breaches. The proposed legal and policy reforms—including a unified e-commerce law, 
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mandatory licensing, digital dispute resolution, cyber security protections, and consumer education programs—

are essential to creating a secure and well-regulated digital marketplace. 

By adopting best practices from India, the EU, and South Korea, Bangladesh can develop a legally sound, 

transparent, and consumer-friendly e-commerce sector, ensuring sustainable growth and digital trust. 

CONCLUSION 

Despite the transformative impact of e-commerce in Bangladesh, the sector continues to grapple with systemic 

legal and regulatory deficiencies, exposing consumers to exploitation and uncertainty. The fragmented legal 

framework, outdated enforcement mechanisms, and jurisdictional conflicts among regulatory bodies have created 

an environment where fraud, deceptive marketing, and weak consumer rights protection persist. Without decisive 

legal reforms, the digital marketplace risks losing consumer trust, which is the backbone of any thriving e-

commerce ecosystem. A dedicated E-Commerce Consumer Protection Act is no longer just an option—it is a 

necessity. However, legislation alone is not a silver bullet; the true challenge lies in its implementation, ensuring 

that laws are not just words on paper but tools for real consumer empowerment. 

This study has critically examined the fundamental research questions surrounding the adequacy of Bangladesh’s 

existing e-commerce regulations and the necessary legal and policy reforms. By analyzing key legislative 

frameworks such as the Consumers’ Rights Protection Act, 2009, the Cyber Security Act, 2023, and the Digital 

Commerce Operational Guidelines, 2021, the study has demonstrated the shortcomings in addressing fraudulent 

business practices, cyber risks, and ineffective dispute resolution. Case studies of major e-commerce frauds such 

as Evaly, Eorange, and Daraz refund delays have provided empirical evidence of the gaps in regulatory 

enforcement. Additionally, comparative legal analysis with India’s Consumer Protection Act, 2019, and the 

European Union’s GDPR and Digital Services Act has highlighted best practices that Bangladesh can adapt to 

strengthen consumer protection. 

At the heart of this issue are the people—ordinary consumers who trust online platforms with their hard-earned 

money, small business owners who rely on digital commerce for survival, and entrepreneurs striving to innovate 

in a fair marketplace. Legal reforms must be designed with them in mind, balancing regulatory stringency with 

business growth and technological innovation. Bangladesh must learn from global best practices but also tailor 

its approach to local realities, where informal digital commerce thrives on social media and mobile financial 

services. The solution is a multi-stakeholder effort: regulators must enforce with diligence, businesses must 

operate with integrity, and consumers must be informed and proactive in asserting their rights. Only through this 

collective responsibility can Bangladesh cultivate a digital economy that is not only profitable but also ethical, 

inclusive, and resilient in the long run. 
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