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ABSTRACT

Cyber threats attacks have continued to evolve in complexity and sophistication, posing significant risks to an
organization’s network infrastructure and sensitive data's availability, confidentiality, and integrity. Therefore,
there is a great need to create a defense mechanism to counteract this problem. This study therefore was focused
on modeling a packet sniffer utilizing machine learning techniques to identify denial of service (DOS) attack
packets at the network layer of the OSI model. The overall purpose of the study was to capture and interpret
packets transmitted over a local area network to detect and capture the DOS threats within the Open Systems
Interconnection Model (OSI) network layer. This layer is prone to several attacks for instance, denial-of-service,
routing protocol attacks, Port scanning and enumeration, and fragmentation-based attacks. This study, delved
into detecting and capturing the denial of service threats at the third layer of the OSI model in a local area
network. Some examples of DOS attacks are UDP flood which sends a significant quantity UDP (User Datagram
Protocol) packets to the targeted systems and thereby exhausting network resources, ICMP flood which transmits
a significant quantity of Internet Control Message Protocol (ICMP) packets to overwhelm network devices, SYN
flood which takes advantage of the TCP three-way hand-shake procedure by sending a lot of SYN requests
without carrying out the necessary handshake, using server resources and blocking valid connections. Essential
components extracted from Ethernet frames comprise TCP segments, ICMP packets, IPv4 packets, and
associated flags. Although antivirus programs, intrusion detection systems, and firewalls are crucial barriers
against malicious attacks, they frequently fall short in detecting and halting more crafty attacks that evade their
protection. The study sought to bridge this gap by providing an automated machine learning-based packet sniffer
that can identify and categorize network risks. The LightGBM model was successfully trained and implemented
for the task of detecting DoS attacks. CICIDS2018 dataset was used, which provided labeled network traffic
data containing both normal and attack (DoS) instances. The model was trained to classify traffic as either normal
or a DoS attack based on various network features. The model's performance was evaluated using several metrics
to demonstrate its ability to accurately detect threats at the network layer in a local area network
including sensitivity, specificity, and accuracy. The AUC (Area Under the Curve) was particularly high, which
indicated that the model was able to effectively differentiate between normal traffic and DoS attacks.
Additionally, the F1-score, precision, and recall were balanced, suggesting that the model was capable of
identifying attacks while minimizing false positives and false negatives. The model was successful in meeting
its primary objective of detecting DoS attacks from network traffic. The performance metrics indicated that
LightGBM is a strong candidate for the task, achieving a high AUC and a well-balanced F1-score. This showed
that the model achieved good generalization capabilities, and it can effectively distinguish between normal traffic
and DosS attack traffic in most cases. The main contribution of this work is the development of a LightGBM-
based machine learning model for detecting DoS attacks using the CICIDS2018 dataset. The model’s ability to
classify network traffic as normal or malicious will aid in enhancing network security by automating the
detection of such attacks in LANs. The model will henceforth serve as a foundational step for building more
advanced intrusion detection systems, especially for environments where DoS attacks are prevalent.

Key words: DOS, Light GBM, LANs, Packet Sniffer, Network layer.
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INTRODUCTION

Network security is now a top priority for businesses of all sizes in today’s interconnected society. As networks
continue to expand and become more complex, the potential for security breaches and cyber threats increases
(Julian et al., 2014). To effectively protect network infrastructure and sensitive information, organizations must
employ advanced techniques and technologies that go beyond traditional security measures. One such approach
is the use of advanced packet sniffer analysis (Tariq et al., 2023). Packet sniffers are tools that capture and
analyze network traffic, allowing organizations to monitor and examine the data packets flowing through their
networks. These tools provide valuable insights into network behavior, identifying potential vulnerabilities,
anomalies, and malicious activities (Chiradeep, 2022). By analyzing packet-level information, Companies can
obtain an extensive comprehension of the security posture of their network and make informed decisions to
enhance network security.

Traditional packet sniffers however, fall short in addressing the evolving and sophisticated nature of cyber threats
often. Firstly, in response to the widespread denial-of-service assaults conventional security techniques include
intrusion detection/prevention systems (IDS/IPS) and firewalls may find it difficult to scale successfully. These
assaults have the potential to overload network resources, making it impossible for these devices to instantly
inspect and filter traffic. The second problem with the traditional systems is Resource Exhaustion. Denial-of-
service (DoS) attacks frequently seek to deplete network resources, including memory, CPU, bandwidth, and
connection state tables. The volume of malicious traffic may overwhelm traditional security systems, resulting
in resource depletion, network performance deterioration, or total service failure. Detection Challenges is the
third issue with the conventional systems. Real-time DoS attack detection can be difficult for conventional
security solutions. It can be challenging for standard detection algorithms to discern between malicious and
legitimate traffic since attackers may use a variety of evasion techniques to conceal their operations or disperse
attack traffic over several sources. Zero-Day Attacks were the fourth issue with traditional systems: to detect
and lessen threats, traditional security solutions usually rely on rule-based rules or signature-based detection.
Nevertheless, these defenses may fail to identify zero-day DoS assaults, which take use of undiscovered
vulnerabilities or attack paths, leaving networks open to exploitation. As a result of the mentioned challenges,
organizations have over time faced an increased risk of security breaches, and service disruptions, potentially
leading to financial losses, reputational damage, and legal liabilities (Abuya, 2020).

To address the limitations of traditional network security measures and enhance network security, the proposed
solution was to implement a machine learning-based packet sniffer for identifying and categorizing the denial-
of-service attacks packets at the network layer as a proactive and effective security measure. Through the
application of cutting-edge technology such as machine learning, artificial intelligence, and behavioral analytics,
organizations can acquire more profound understanding of network traffic, identify denial-of-service incidents,
and promptly address possible security risks. Key components of the proposed solution included the designing,
developing and deployment of an advanced packet sniffer tool that can capture and analyze network data in real
time. This program analyzed trends, spot anomalies, and pinpointed possible security vulnerabilities in network
traffic data using machine learning techniques. Furthermore, data collection and storage procedures were
implemented to assure the preservation of comprehensive records for future study and investigation.

METHODOLOGY
Study Area

This study used experimental research methodology and the research targeted a representative organization that
utilizes networks in their daily operations as a result of financial and time constraints. The study was to be subject
to the availability, access and quality of the sampled institutional data. In the network layer of the Local area
network, the study focused on the IPV4 and IPV6 address protocols. These addresses are fundamental for
routing and addressing traffic at the OSI model's network layer. The focus of this research was centered on
developing a model for detecting and classifying of the denial-of-service attacks at the OSI model's network
layer in a local area network. Some examples of DOS attacks are UDP flood which sends a significant quantity
of packets over User Datagram Protocol (UDP) to the target systems and thereby exhausting network resources,
ICMP flood which Transmits a substantial quantity of Internet Control Message Protocol (ICMP) packets to
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overwhelm network devices, SYN flood which takes advantage of the TCP three-way hand-shake procedure by
sending a lot of SYN requests without carrying out the necessary handshake, using server resources and blocking
valid connections. The use of machine learning packet sniffers models for detection and classification of DOS
attack packets at the network layer greatly improved network security posture, improved threat detection
capabilities, and helped enterprises stay ahead of cyber threats in an increasingly complex and dynamic threat
landscape. The model was implemented in Python and employed the CICIDS2018 dataset downloaded from
Kaggle.

Dataset Description

The CICIDS2018 dataset designed by the Canadian Institute for Cybersecurity (CIC), contained network traffic
data collected from various network environments, including LANs. They contain normal traffic and many
forms of attacks, including those targeting Layer 3 protocols, making them ideal for training a network security
model. The dataset was used to train, validate, and test the model to evaluate trends, detect anomalies, and
identify potential security vulnerabilities in network traffic data. The purpose of employing the CICIDS2018
dataset was to use the dataset to develop a model with comprehension and categorization of network traffic data.
The model's performance was evaluated using several measures that demonstrated its ability to accurately
identify threats at the network layer in a local area network, such as sensitivity, specificity, and accuracy.

https://www.kaggle.com/datasets?search=CICIDS2018+dataset is the URL to the dataset.
Datatypes

While dealing with the CICIDS2018 dataset for threat detection in network traffic OSI model’s network layer,
this study used the following types of data: -

i.  Numerical data - includes continuous or discrete numerical values representing various features or
attributes of network traffic data. The CICIDS2018 dataset included numerical data such as packet sizes,
flow durations, byte counts, and numerical representations of protocol types, IP addresses for the source
and destination, and port numbers.

ii.  Categorical data - are discrete categories or labels for various attributes in a dataset. The CICIDS2018
dataset contained categorical data such as protocol names (e.g., TCP, UDP), attack types (e.g., DDoS,
brute force), and binary labels denoting normal or malicious traffic.

iii.  Text Data - includes data such as domain names, URLS, or payload content. Text data required particular
preprocessing techniques such as tokenization, stemming, or vectorization before utilizing it as input
characteristics for machine learning models.

iv.  Temporal data — This refers to timestamps or time-related information connected with network traffic
occurrences. This comprises timestamps showing the start and end times of network flows, as well as
time intervals between packets.

v.  Spatial data - represented geographical information such as IP addresses or network locations.

vi. Image Data - included picture data created from visual representations of network traffic or network
diagrams.

The CICIDS 2018 dataset being a comprehensive collection of network traffic data and with well labeled attack
types and normal traffic designed for cybersecurity research became ideal for this study. The dataset was publicly
available, and could be accessed via the Canadian Institute for Cybersecurity website. The data was also
downloaded in CSV format. The dataset contained both normal and attack traffic and the attacks included Denial
of service and Distributed denial of service and all these data was formatted in CSV format. The attributes
included flow features such as source and destination Ips and port numbers, protocol features and payload data
of the network packets, time related features(timestamps), connection features (for instance, the number of
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connections from an IP address) and flags and state information (whether a connection is in an established state
or closed).

Data Cleaning and Preprocessing

To ensure that the dataset was accurate, complete and formatted correctly, the dataset was first loaded and its
contents inspected to understand the structure and identify any potential issue. Once the data was loaded, the
following code snippet was employed to check for the missing data in the dataset. Having identified the missing
values, both in rows and columns, all the missing rows were removed. Consequently, for the columns with
numerical data, the missing values were filled with the mean or median depending on the distribution of the data
and mode for the categorical data as shown in figure 1 below.

missing data = data.isnull().sum()
print(missing data)

data.dropna(inplace=True)

data.fillna(data.median(), inplace=True)

data[ "Label'].fillna(data[ "Label’].mode()[@], inplace=True)

Figure 1: Image showing the process by which the study used in removing missing values

To avoid bias and distorted results, duplicate rows and columns were also removed. Since outliers can skew
results, they were identified using interquartile range (IQR) and removed as shown in figure 2 below.

Q1 = data.quantile(0.25)
Q3 = data.quantile(0.75)
TQR = Q3 - Q1

outliers = ((data < (Q1 - 1.5 * IQR)) | (data > (Q3 + 1.5 * IQR)))
print(outliers.sum())

data_cleaned = data[j~((data < (Q1 - 1.5 * IQR))|(data > (@3 + 1.5 * IQR) :j:.an_\_,u:j:axis=1jj:.]|

Figure 2: A screenshot showing outliers removal snippet

All categorical columns need to be encoded into numerical formats for machine learning models- label encoding
for binary classification by converting them into binary values (0 and 1).
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To confirm that our data is finally clean and ready for modelling the following code was used.

print(data.head())

print(data.info())

print(data.isnull().sum())

Figure 3: Clean data confirmation snippet

These preprocessing steps collectively prepared the CICIDS2018 dataset effectively facilitating the extraction
of meaningful insights and the development of accurate machine learning based packet sniffer model for
effective and efficient detection of DOS attacks at the network layer in a LAN.

Data Splitting

Data splitting was very fundamental and it was geared towards dividing the dataset into distinct subsets, each
serving a specific purpose in model training, evaluation and validation. The preprocessed CICIDS2018 dataset
went through division into two major subsets: the training set and test set in the ratio 80% to 20% respectively.

To perform this splitting the researcher employed the train_test_split () from sklearn.model selection. The dataset
was split into two variables features (X) and target variable (Y). Feature (X) variables representing the
input/independent variables and the Target (Y) variables representing the output variable that the model tries to
predict. Target variable in our CICIDS2018 dataset is the label column showing the Normal/Attack traffic and
the rest are feature columns.

The training set formed the foundation for model training, enabling optimization of parameters and the learning
of underlying patterns. It exposes the model to diverse examples, facilitating its ability to generalize to unseen
instances.

The test set helps fine-tune hyperparameters and prevent overfitting by monitoring model performance during
training. Regular evaluation on the validation set aids in adjusting parameters for optimal performance and
generalization.

The validation set was created to serve as an unbiased benchmark to evaluate the final model's performance and
assess its ability to generalize. It provides an objective measure of the model's accuracy and other metrics,
offering insights into its real-world effectiveness. This third set was created by splitting the training data further.

The Stratify parameter was employed to ensure that the class distribution is similar in both the training and test
sets.

The splitting of the dataset was done as shown in figure 4 below.
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from sklearn.model selection import train_test split

X = data.drop( 'label’, axis=1)
y = data[ "label’]

X train, X test, y train, y test = train test split(X, y, test size=0.2, stratify=y, random state=42)

[X_train.shape[@]}")
X _test.shape[@]}
X test.shape[®]}”

)
)

Figure 4: dataset splitting code

Adherence to best practices in data splitting was key to prevent data leakage and ensured the reproducibility and
integrity of the evaluation process.

Light Gradient Boosting Machines (LightGBM) Model

LightGBM (Light Gradient Boosting Machine) is a decision tree-based learning algorithm, highly efficient,
distributed, and scalable implementation of gradient boosting that was used in this research.

The decision to opt for an LightGBM approach was informed by its inherent strengths in speed and accuracy,
making it a great choice for classification tasks, including DoS (Denial of Service) attack detection and also
using histogram-based algorithms for binning continuous features, reducing memory usage and speeding up
training. Unlike traditional depth-wise tree growth, LightGBM employs a leaf-wise tree growth technique, which
grows trees by splitting the leaf with the greatest loss reduction.

Furthermore, the empirical evidence supporting the good performance of LightGBM in that it outperforms
traditional machine learning models like Random Forest and SVM in many real-world applications solidified its
suitability for the development of the a machine learning packet sniffer model for the detection and classification
of DOS attacks at the network layer of the OSI model. Numerous studies and benchmarking experiments have
highlighted the superior performance of LightGBM in effectively handling imbalanced datasets, which is
common in network attack detection tasks for instance, normal traffic is much more frequent than attack traffic.

Training

Training the model involved the iterative process of updating the model's parameters using the training dataset
to minimize the binary cross-entropy loss, which served as the optimization objective. The training dataset,
comprising a subset of the CICIDS2018 dataset, provided the foundational examples necessary for the model to
learn meaningful representations of normal traffic and Denial of service attacks. Through the process of forward
and backward propagation, the model iteratively adjusted its internal parameters to minimize the discrepancy
between the predicted probabilities and the ground actual labels associated with each data in the training dataset.

The choice of binary cross-entropy loss as the optimization objective was driven by the binary nature of the
prediction task, which involved discriminating between normal traffic and denial of service attacks. Binary
cross-entropy loss, also known as log loss, quantifies the disparity between the model's predicted probabilities
and the actual binary labels, penalizing deviations from the ground truth labels in a probabilistic manner. By
minimizing the binary cross-entropy loss, the model learns to generate more accurate and calibrated predictions,
thereby enhancing its discriminative power and predictive accuracy on unseen data.

The training process involved partitioning the training dataset into mini-batches, with each mini-batch containing
a subset of examples randomly sampled from the training dataset. Throughout the training process the model
updates its parameters based on the gradients computed on each mini-batch, enabling efficient utilization of
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computational resources and facilitating scalability to large datasets. By iteratively processing mini-batches and

updating parameters, the model gradually refined its internal representations and learns to capture the underlying
patterns and relationships present in the training data. The figure below shows code snippet for model training.

MRCH
ot ¢,

Figure 5: training code snippet

Hyperparameters Tuning

Hyperparameters tuning represents a crucial phase in the development of the machine Learning packet sniffer
model for detection and classification of DOS at the network layer of the OSI model, as it involves optimizing
various model parameters to enhance its performance and generalization ability. During the development phase,
several key hyperparameters were subjected to fine-tuning; including the learning rate, batch size and dropout
rates. Hyperparameters tuning was conducted using the evaluation dataset, which served as an independent
benchmark for evaluating the model's performance across different hyperparameters configurations and
selecting the optimal settings.

The learning rate, a fundamental hyperparameters in machine learning optimization algorithms, controls the
magnitude of parameter updates during training and influences the convergence speed and stability of the
training process. By adjusting the learning rate, this study managed to strike a balance between rapid
convergence and overshooting, ensuring that the model effectively learns the underlying patterns present in the
training data without being stuck in local minima or oscillating around the optimal solution. Through systematic
experimentation and validation on the validation dataset, the optimal learning rate was identified to facilitate
efficient training dynamics and robust model performance.

Another critical hyperparameters subject to tuning was the batch size, which determined the number of examples
processed in each iteration of the training process. Batch size optimization involved balancing computational
efficiency, memory constraints, and statistical efficiency to ensure effective parameter updates and convergence
to the global optimum. By systematically varying the batch size and monitoring the model's performance on the
validation dataset, we identified the optimal batch size that maximized training efficiency while maintaining
stable and reliable learning dynamics.

Additionally, dropout rates, which controlled the fraction of neurons deactivated during training, were fine-tuned
to prevent overfitting and improve model generalization. Dropout regularization encouraged the model to learn
more robust and generalized representations by introducing stochasticity and diversity into the training process.
By systematically varying dropout rates and evaluating the model's performance on the validation dataset, this
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study identified the optimal dropout rates that minimized overfitting while preserving the model's capacity to
capture relevant patterns in the CICIDS2018 dataset.

The hyperparameters tuning played a pivotal role in optimizing the machine Learning packet sniffer model's
performance and generalization ability. By fine-tuning key hyperparameters such as learning rate, batch size and
dropout rates, we ensured that the model effectively learns and generalizes from the training data while
minimizing overfitting and improving predictive accuracy.

Model Evaluation

The evaluation of the LightGBM model represented a critical phase in assessing its efficiency and reliability in
real-world applications. Leveraging the independent testing dataset, we conducted a comprehensive analysis of
the model's performance, employing a suite of relevant evaluation metrics to gauge its effectiveness in detecting
and classifying the DOS attacks at the network layer of the OSI model.

The evaluation process encompassed the computation of a range of evaluation metrics, including accuracy,
precision, recall, F1-score, and area under the receiver operating characteristic curve (AUC-ROC). These metrics
provided comprehensive insights into different aspects of the model's performance, enabling an understanding
of its strengths and limitations in detecting DOS attacks in the CICIDS2018 dataset. Accuracy, the proportion
of correctly classified instances, offered a holistic measure of the model's overall predictive capability, while
precision and recall provided insights into its ability to correctly identify DOS attacks and minimize false
positives.

The F1-score, which represents the harmonic mean of precision and recall, offered a balanced assessment of the
model's performance, accounting for both false positives and false negatives.

F1-Score Formula

PxR
P+R

Equation 4.1

Lastly, the AUC-ROC curve provided insights into the model's discriminatory power and ability to distinguish
between normal traffic and DOS attacks across different thresholds. By analyzing the AUC-ROC curve, this
study determined the model's sensitivity to varying levels of specificity, offering valuable insights into its
performance characteristics and potential utility in real-world scenarios.

The evaluation of the Light GBM model yielded promising results, underscoring its efficacy and potential as a
valuable tool in detecting the DOS attacks at the network layer of the OSI model. The model demonstrated high
accuracy, precision, recall, and F1-score on the independent testing dataset, indicating its ability to effectively
identify DOS attacks with a high degree of accuracy and reliability. Moreover, the AUC-ROC curve exhibited
a steep ascent, reflecting the model's strong discriminatory power and ability to distinguish between normal
traffic and DOS attacks as shown in figure 6 and 7 below.

Sensiivty

Figure 6: ROC curve A
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RESULTS AND FINDINGS

The results and findings from the development and evaluation of the LightGBM model from CICIDS2018
dataset depicted promising insights into the model's performance and its potential improvement on an
organizations’ network security posture. Through extensive experimentation and analysis, several key findings
and outcomes emerged; shedding light on the effectiveness and efficiency of the model in detecting DOS attacks
at the network layer of the OSI model.

One of the primary findings of the research appertains to the model's predictive accuracy and performance
metrics. The Light GBM model exhibited robust performance across a range of evaluation metrics, including
accuracy, precision, recall, F1-score, and area under the receiver operating characteristic curve (AUC-ROC).
The model achieved high levels of accuracy, precision, and recall in distinguishing between normal traffic and
DOS attacks. The F1-score, which represents the harmonic mean of precision and recall, provided a balanced
assessment of the model's performance, accounting for both false positives and false negatives. Additionally, the
AUC-ROC curve demonstrated the model's strong discriminatory power and ability to distinguish between
different classes across varying thresholds, underscoring its effectiveness in capturing meaningful signals related
to network traffic.

The analysis revealed valuable insights into the factors influencing the model's predictive performance and
generalization ability. Through hyperparameters tuning and optimization, we identified optimal configurations
for key model parameters, including learning rate, batch size and dropout rates. By systematically exploring
different hyperparameters settings and evaluating their impact on model performance using the validation
dataset, we were able to fine-tune the model's architecture and enhance its predictive accuracy while mitigating
the risk of overfitting. The iterative process of hyperparameters tuning not only improved the model's
performance on the validation dataset but also contributed to its robustness and reliability in real-world
applications.

The research findings highlight the potential implications of the Light GBM model for detecting DOS attacks at
the network layer. By leveraging the model's predictive capabilities, organizations can improve their security
posture by identify flagging out DOS attacks ahead of time. The model's ability to analyze data in real-time
offers opportunities for timely intervention and support, enabling proactive measures to be taken to address DOS
security concerns before they escalate.

The results and findings from the development and evaluation of the Light GBM model from CICIDS2018
dataset offer valuable insights into the model's performance, implications for proactive network security support,
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and ethical considerations surrounding its deployment. Through rigorous experimentation and analysis, this
research has demonstrated the model's effectiveness in detecting the DOS attacks on the network layer,
highlighting its potential to enhance organizations security posture.

The research results were further validated through a comprehensive comparison with existing methods and
baseline approaches for DOS attack detection. This comparative analysis aimed to assess the LightGBM model's
advancements and contributions in relation to traditional machine learning techniques and related studies in the
field.

The study compared the performance of the Light GBM model with classical machine learning algorithms such
as logistic regression, support vector machines (SVM), and random forests. The Light GBM model consistently
outperformed these baseline methods in terms of accuracy, precision, recall, and F1-score, highlighting its ability
to capture intricate patterns and contextual information within CICIDS2018 dataset. The Light GBM model's
effectiveness highlights its potential for integration with multimodal analysis to further enhance depression
prediction accuracy.

The comparison with existing methods and baseline approaches consistently demonstrated the Light GBM
model's superiority. Its ability to leverage sequential information, learn from large-scale data, and automatically
extract relevant features proved instrumental in outperforming traditional methods. The research findings
support the viability and significance of machine learning techniques in the domain of cybersecurity, particularly
in the context of security at the network layer of the OSI model.

Moving forward, continued research and collaboration across interdisciplinary fields are essential to further
refine and validate the model's performance and address ethical concerns.

Model Performance Metrics

The Light GBM model achieved a high accuracy rate of 95% on the testing dataset, indicating its ability to
correctly classify network traffic and DOS attacks.

TP+TN

Accuracy = TP+TN+FP+FN

Equation 4.2

Precision =

TP+FN

Equation 4.3

The model's performance was evaluated using several metrics. The precision score of 95% indicates the model's
accuracy in identifying true positive cases of DOS attacks among the predicted positive samples. The recall score
of 89% highlights the model's sensitivity in detecting actual DOS attacks among all the true positive cases. The
F1-score of 92% provides a balance between precision and recall, offering a comprehensive measure of the
model's overall performance. The AUC-ROC score of 90% demonstrates the model's ability to distinguish
between normal traffic and DOS attacks effectively. A higher AUC-ROC score indicates a better discriminative
power of the model. These results suggested that the model is highly accurate and sensitive in identifying DOS
attacks and can be a valuable tool for cybersecurity engineers.

The research results validated the efficacy of the proposed Light GBM model.
Confusion Matrix

The confusion matrix served as a fundamental tool to visually represent the Light GBM model's classification
performance on the testing dataset. It provided a comprehensive overview of the model's predictive accuracy by
illustrating the distribution of true positive, true negative, false positive, and false negative predictions across
different classes. Each cell in the confusion matrix corresponded to a specific combination of predicted and
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actual class labels, enabling research to assess the model's performance in distinguishing between normal traffic
and DOS attacks.

True positive (TP) instances represented cases where the model correctly identified traffic data as DOS attacks,
reflecting the model's ability to accurately detect true instances of DOS attacks from network traffic. Conversely,
true negative (TN) instances denoted cases where the model correctly classified normal traffic as normal traffic,
highlighting its capacity to accurately recognize instances that do not exhibit signs of DOS attacks. On the other
hand, false positive (FP) instances indicated cases where the model incorrectly classified normal traffic as DOS
attacks, while false negative (FN) instances represented cases where the model failed to identify DOS attacks,
incorrectly classifying them as normal traffic as shown in table 1 below.

Table 1: Confusion Matrix

Predicted Normal Traffic Predicted DOS
Actual Normal Traffic TN FP
Actual DOS FN TP
Key

TN (True Negative): The number of instances correctly classified as Normal traffic.

FP (False Positive): The number of instances incorrectly classified as DOS attacks when they are actually Normal
traffic.

FN (False Negative): The number of instances incorrectly classified as Normal traffic when they are actually
DOS attacks.

TP (True Positive): The number of instances correctly classified as DOS attacks.
Limitations

Although Light GBM is a powerful algorithm, in the case of DoS attack detection, minimizing both false
positives (incorrectly labeling normal traffic as attacks) and false negatives (missing attacks) is crucial. The
model may struggle to strike a perfect balance between these two types of errors. If the model produces too many
false positives, legitimate network traffic could be misclassified as attacks, leading to unnecessary alarms and
interruptions in service.

On the other hand, high false negatives would mean some DoS attacks go undetected, which could result in
significant network disruption. The model can be fine-tuned to minimize false negatives (increased recall) while
accepting some false positives (sacrificing precision). However, this comes with trade-offs that need to be
carefully evaluated in real-world scenarios.

The model is trained specifically for DoS attacks using the CICIDS2018 dataset. However, there are many other
types of network attacks (DDoS, SQL injection, phishing) that may not be adequately detected by the model.
The model is limited to detecting only DoS attacks in the specific context of the CICIDS2018 dataset. If used in
other contexts or environments, the model may fail to generalize to other attack types. To improve the model's
versatility, it can be trained on a broader range of attack types or a more diverse dataset that includes a variety
of attack vectors.

While the LightGBM model for DoS attack detection in the CICIDS2018 dataset shows promising results, there
are still several challenges to overcome, particularly around class imbalance, false positives/negatives, real-time
performance, and generalization to other attack types.
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DISCUSSIONS

The results of this study demonstrate the effectiveness of a Light GBM-based machine learning model for
detecting DoS attacks using the CICIDS2018 dataset. The Light GBM component was able to extract localized
features and captured long-term dependencies and contextual information from the data. This model achieved
an accuracy of 95%, precision of 95%, recall of 89%, and F1-score of 92% on the test set. The AUC-ROC curve
further confirmed the model's ability to distinguish between depressed and non-depressed posts, with an area
under the curve of 0.90. These findings are consistent with previous studies that have explored machine learning
techniques for network security (Mention two or three similar studies done by others and properly referenced
them). However, it is important to note that the model's performance may vary depending on the quality and size
of the training data, as well as the specific characteristics of the network infrastructure.

CONCLUSION

In conclusion, this study has demonstrated the potential of a machine Learning packet sniffer model utilizing
LightGBM architectures for detection of DOS attacks at the network layer in a local area network. The model's
performance was evaluated using a range of metrics, including accuracy, precision, recall, F1-score, and AUC-
ROC. The findings of this study will contribute to the growing body of research on the use of machine learning
techniques for detection of DOS attacks at the network layer of the OSI model. The findings of this study have
significant implications for the development of machine learning based packet sniffing models that can be used
in real-world applications to detect and classify DOS attacks at layer 3 of the OSI model. The ability to accurately
detect DOS attacks could enable early intervention and support for organizations at risk of service disruptions,
potentially due to DOS attacks. However, this study also highlights the challenges and limitations of using the
LightGBM machine learning model. The quality and quantity of the data used in this study were limited, and the
model's performance may vary depending on the specific characteristics of the network infrastructure. The
results of this study will contribute to the growing body of research on the use of machine learning packet sniffer
techniques for DOS detections at the network layer and highlights the need for further research to develop more
robust and generalizable models that can be used in real-world applications.

RECOMMENDATIONS

The study presents a comprehensive investigation into the development and potential applications of a packet
sniffing model aimed at identifying DOS attacks through analysis of their social media activity. The study
underscores the significance of leveraging Light GBM machine learning technique to extract meaningful insights
from the vast amount of data generated on CICIDS2018 dataset, highlighting the potential of computational
approaches in augmenting traditional methods of DOS packet sniffing detection and classification.

Central to the study is the development of a machine learning based packet sniffer model, which harnesses the
power of machine learning models to analyze patterns indicative of DOS threats at the network layer of the OSI
model. By training the model on annotated datasets and leveraging advanced natural language processing
algorithms, the study demonstrates the feasibility of automated DOS detection, paving the way for scalable and
cost-effective screening solutions in network security.

Recognizing the sensitivity of network packets and the potential implications of deploying packet sniffing
models in real-world settings, the study advocates for transparent and ethical research practices, including
informed consent procedures, data anonymization techniques, and rigorous validation processes to mitigate risks
and ensure the responsible use of the machine learning packet sniffing models to detect DOS attacks at the
network layer of the OSI model.

Integration with existing network security assessment tools emerges as a key recommendation, highlighting the
potential synergies between computational approaches and traditional diagnostic methodologies in enhancing
early detection and intervention efforts. By collaborating with network security professionals and leveraging
complementary insights derived from CICIDS2018 dataset analysis, the developed Light GBM machine learning
model has the potential to augment network security decision-making processes and facilitate timely support
and intervention for organizations at risk of DOS attacks. By prioritizing intuitive visualization techniques and
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feedback mechanisms, researchers can empower users to interpret and act upon the model's detections
effectively, thereby enhancing engagement and adherence to recommended network security guidelines.

The study represents a significant contribution to the burgeoning field of cyber security, offering valuable
insights into the development and application of machine learning techniques for DOS detections at the network
layer of the OSI model. By embracing ethical considerations, integrating with network security assessment tools,
and prioritizing user-centric design principles, future research endeavors have the potential to advance the utility
and impact of detective analytics in promoting network security posture and resilience across diverse
organizations.

Future Works

Future researchers should collect additional datasets that contain a wider variety of attack types and use multi-
class classification or multi-label classification to detect and classify various types of attacks. Future research
should Implement SMOTE (Synthetic Minority Over-sampling Technique) to generate synthetic attack samples.
To improve the model’s versatility, future research can be focused on training the model on a broader range of
attack types or a more diverse dataset that includes a variety of attack vectors. Therefore, Future works should
focus on improving the model’s versatility, scalability, and robustness to ensure it is effective in real-world
scenarios.
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