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Abstract— with the increase in the digital media transfer
and modification of image is very easy. This independency
generate proprietorshipproblem of the user. So this paper
focus on this problem of increasing the robustness of the
image against various attack. Here new approach of
protecting watermark of the image against for fragile
images is done. Use of Gaussian function work effectively
for fulfilling the requirement. Experiment is done on
standard images and under compression attack. Results
shows that proposed work is better as compare to previous
existing research.

Index Terms— Color Format, Digital Watermarking, Frequency
domain, LSB.

I. INTRODUCTION

With the increase in the digital electronics era most of the
work get easy, one of them is transferring of data. But
this technology give rise to new problem of piracy or in other
words proprietary get easily stolen. So to overcome this
different techniques are used for preserving the proprietary of
the owner. One of such digital approach is watermarking
which is a subsection of hiding information that is used to put
some information in the original image which will specify the
originality of the digital data like photographs, digital music,
or digital video [1, 2, 4]. One of the basic cause of the
copyright issue is the ease available of the internet and some
software that can modify the content as per the user
requirement.

Watermark is a kind of digital data in form of text or image
which can be store in the original signal. This text or image
act as the owner signature in the data so that pirated and
original data can be easily classify. As the pirated data do not
have the original watermark which may be in form of text or
image. Now watermarking technique is broadly classify into
two field first is visible watermarking while other is invisible
watermarking. Example of visible watermarking in figure 1
and 2 is the digital page containing logo, T.V. channel contain
logo of their channel, etc.

wvarious attacks,
invisiblene

wratermark.

Fig. 1 Example of visible watermark in digital page.

Fig. 2 Example of visible watermark in video.

For invisible watermark use by photographer, movies, etc.
who put their watermark which is invisible while it contain
the watermark data either in form of text or image. Most of
the watermarking techniques focus on the invisible
watermarking. As embedding the watermark into the digital
data is quite tough and challenge, although it is done by
different methods.

Il. RELATED WORK

J. Wu, and J.Xie [22] propose an adaptive watermarking
technique in DCT domain using HVS model and fuzzy c-
means technique (FCM). In this method FCM technique is
used to classify non-overlapping 88xoriginal blocks into
categories: one is suitable for watermarking with high
imperceptibility and robustness and the other is unsuitable.
Watermark is inserted in DCT mid-frequency coefficients of
selected blocks.
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W. Zhang et el.[23] propose an adaptive digital watermarking
approach. In this method FCM technique is used to determine
the watermark strength of each image pixel, and then
watermark is inserted adaptively to the N largest magnitude
non-dc DCT coefficients of the host image. The both the
method performs better against additive noise, compression
and cropping etc.

YifeiPu. et el.[24] proposes a public adaptive watermark
algorithm m for color images based on principal components
analysis of generalizedHebb. The algorithm is based on
principal component analysis of generalized Hebb adaptive
algorithm in Artificial Neural Network and to do adaptive
quantitative coding for principal component coefficients
according to the proportion of marginal or textural
information of the watermark image. In addition, it adaptively
adjusts the embedding depth according to the images features
to ensure the invisibility of the watermark. By way of
disporting and stochastic embedding into color image
watermark, it increases the embedding robustness of
watermark.

C. Podilchuk, and W. Zeng [21] propose a watermarking
technique for digital images that is based on utilizing visual
models, which have been developed in the context of image
compression. The visual model gives a direct way to
determine the maximum amount of watermark signal that
each portion of an image can tolerate without affecting the
visual quality of the image. The watermark encoding scheme
consists of a frequency decomposition based on a
88xframework followed by just noticeable difference (JND)
calculation and watermark insertion. The watermark scheme
is robust to different attacks such as JPEG compression,
additive noise, scaling etc.

I11. PROPOSED METHODOLOGY

This paper focus on the digital image invisible
watermarking techniques. Then two steps are explained first is
embedding and other is extraction in case of embedding
digital watermark is hide in the original data such that
visibility of the watermark by naked eyes is not possible. In
case of extraction watermark should be successfully retrieve
from the received data without any information loss of the
original data as well as watermark [7, 8]. In Fig. 3 whole
embedding work block diagram is explained.

Pre-Processing: Hereimage means making a matrix of the
same dimension of the image then fill the matrix correspond
to the pixel value of the image at the cell in the matrix.
Conversion of matrix in particular format as in this work
image is convert into gray format.

DWT (Discrete Wavelet Transform): Apply DWT on pre-
processed image. As the image are modify in the low
frequency region so the effect of compression attack is very
less. If direct change is done at this level then chance of
watermark recovery get decrease and quality of video also
degrade as at high frequency region human can detect it

URSI

easily. Here whole image is divide into four part name as LL,
LH, HL, HH band where LL band is low frequency band.
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Fig. 3. Block diagram of proposed Embedding Work.

Select Coefficient: In this step each pixel value of low-low
frequency band is check. Here those pixels which lay in some
threshold range is consider as selected pixel for watermark
hiding rest of pixels remain unaffected. Two threshold value
is select let it be B and 6.

Jointly Gaussian Function: In order to increase privacy of the
watermark selected pixel from above step, is randomly
replace by this Gaussian function values. ConsiderGi where
i=1,2,34,.......... L and L is Gaussian random variables. It is
also known as Multivariate normal cumulative distribution
function if and only if each of them is a linear combination of
multiple  independent  Gaussian  random  variables.
Equivalently, G1 through GL are Multivariate normal
cumulative distribution function if and only if any linear
combination of them is also a Gaussian random variable. A
vector formed by Multivariate normal cumulative distribution
function variables is called a jointly Gaussian vector. For a
Multivariate normal cumulative distribution function

G = |G1, . . .;GL|T , its probability density function is as
follows: for any real vector g.
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Where pnG and KG are the mean vector and covariance matrix
of G, respectively.

Here f(g) contain random values this is use for embedding

the watermark pixel values.

Embedding: In this step selected coefficient least significant
values are replace by Gaussian random values. Selection of
number of LSB bits is also dependent on the following
formula:

j=max(0,| log,x & x a; x mod( f5 (9),10) )
Where « is constant to change number of selection and ¢;

is obtain by f5(Q) /2.

Once j number of bits for hiding watermark is decide then
calculate s and m values for replacement.

Compute Watermark Bit: For each coefficient Q(vi,k,x), a
sign feature s is calculate. The sign feature s is simply the sign
bit of v.
ifv>=0
s=0
Otherwise
s=1
Endif

Embedded Image

'

Pre-Processing

Select Coefficient

A 4

Apply
Gaussian Function

A\ 4
Extraction

v
Extracted Image

Fig. 3. Block diagram of proposed Extraction Work.
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Now magnitude feature m is calculate by the quantized
magnitude of coefficient values from the previous ones. This
can be understand by below steps:

If Q(V’X_1)| < |Q(V,X)

m=0

Otherwise

M=1

Endif

Finally xor(s, m) for getting watermark bits that will replace
selected bits from the coefficient.

IDWT (Inverse Discrete Wavelet Transform): Finally IDWT
is apply on the embedded image this will retransform the
matrix in original form. This is necessary as matrix is divide
as per LL, HL, LH, HH quadrants. After IDWT all the blocks
are combine back to single image.

Extraction: In case of extraction all steps remain same no need
of any other calculation as above xor operation will
recalculate the pixel value to its original form as done in
above steps. But this is possible only in case of no attack
condition while in case of attack those pixel which are
affected get nearby values.

IV. EXPERIMENT AND RESULT

This section presents the experimental evaluation of the
proposed Embedding and Extraction technique for privacy of
image. All algorithms and utility measures were implemented
using the MATLAB tool. The tests were performed on an 2.27
GHz Intel Core i3 machine, equipped with 4 GB of RAM, and
running under Windows 7 Professional.

Dataset: Experiment done on the standard images such as
mandrill, lena, pirate, etc. Result is compare at two condition
first is without attack and other is at compression attack.

Oriinl

Evaluation Parameter:
Peak Signal to Noise Ratio

PSNR is use to find the amount of data present from the
received signal as it may corrupt by the presence of some
noise. So it is term as the peak signal to noise ratio. PSNR is
the ratio between the maximum possible received information
and the noise that affects the fidelity of its representation.
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PSNR = 10 '0910( Max _ pixel _value j

Mean _ Square _error

Bit Error Rate:

In this parameter one can obtain the ratio of number of error
bit received after the extraction to the total number of bits use
for embedding. BER is zero means no error is obtain or all the
watermark bits are successfully retrieve.

_ Total _Watermark _ Bit —Correct _Watermark _bit
Total _Watermark _ Bit

BER

Structural Similarity index

SSIM term is a method for finding the similarity between two
images. The SSIM method use for evaluating the image
quality based on an initial uncompressed or distortion-free
image as reference. It is introduce to improve the traditional
schemes like PSNR and MSE, which have proven to be
inconsistent with human eye perception.

Extraction Rate

This is the reverse of the BER where value is obtainby the
ratio of the correct bits received after extraction to the total
number of bits embed at the sender. The extraction rate # is
defined as follows:

r}:”—ﬂxlﬂ{}
n

a

Wherencis the number of correctly extracted bits, and nais the
total number of embedded bits.

Results:
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Fig. 5. Images obtain after compression attack on embedded images.

Proposed Work Image Under Compression Attack

Images BER SNR PSNR
Mandrill 0.2412 3.2354 6.2457
Lena 0.5024 -0.1221 3.0573
Pirate 0.5182 -0.0373 2.9422

Table. 1. Proposed work results obtain after compression attack

Scalable fragile [8] Image Under compression Attack

Images BER SNR PSNR
Mandrill 0.7310 0 2.9557
Lena 0.7354 -0.1655 2.9593
Pirate 0.7426 0.2309 2.8605

Attcked )

Extracted ]

Table 2.Proposed work results obtain after compression attack

From above fig. 5, table 1 and 2 it is seen that proposed
method works better than previous work in [8] named as
scalable fragile image. It is obtained that use of Gaussian
function for randomization has increase the robustness of the
image against compression, so scalable fragile image can be
easily recover betterly as compare to previous one.

V. CONCLUSION

In this paper a new approach of watermarking is studied in
detail. Based on human view, Low frequency band of the
image is use, so here it makea invisible watermarking
technique base on Gaussian function robustness of image is
improve. Results shows that the proposed work is producing
the results which maintain the image quality as well as
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robustness against the fragile images. Watermark obtain from
the extraction method is having 0.24% of BER which is quite
impressive results for all the researchers. In future work can
be improve for other attacks such as geometry of image. We
have tried to reduce the S/N to ratio to minimum for better
results and understandings. In this digital world no. of new
techniques and trends are evolved and need a better algorithm
and robust formulae to crack it.
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