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Abstract: - Cloud Computing is emerging technology in the field 

of IT in various aspects for business growth. During various 

development in technology with respect to all features after 

facing many challenges. In large scale business in terms of no 

impact and highly profitable cloud computing is good solution 

but cloud computing also facing the challenges i.e. security, 

duplication and load balancing.  Accelerate the business with 

more speed in stable environment by using cloud computing on 

next level.  Here huge data are shared in this technology so that 

security is one major constraint and huge traffic during frequent 

accessing of data in respect to time. This paper describes the 

entropy based cryptography technique to provide security and 

applying efficient load balancing algorithm in various layers to 

make the business in high profitable.  

Index Terms: Cloud Computing, Encryption, Decryption, 

Depulication, Load balancing. 

I. INTRODUCTION 

he cloud is increasingly being used to store and process 

the big data. Many researchers have been trying to protect 

big data in cloud computing environment. [1] Cloud 

computing as a promising computing paradigm, allows users 

to enjoy user-controlled services transparently and seamlessly. 

In cloud computing, everything is a service (XaaS). That is, 

computer resources (e.g., hardware, software, and data) are 

delivered as services that can be subscribed and unsubscribed 

by customers over the Internet in a pay-as-you-go fashion.[2] 

Cloud computing is increasingly being adapted by a wide 

range of users starting from commercial entities to consumers. 

Cloud enables new ways of offering products and services 

with innovative, technical, and pricing opportunities. [3] In 

cloud computing, clouds can be described at different layers, 

i.e., SaaS (Software as a Service), PaaS (Platform as a 

Service) and IaaS (Infrastructure as a Service). Although 

applications for clouds are in development phase, however 

security requirements for the data and services on the clouds 

are getting attention of researchers and it has become 

necessary to consider each layer of a cloud for possible 

attacks. [4] Due to the availability of its services & scalability 

for computing processes individual users and organizations 

transfer their application, data and services to the cloud 

storage server. Regardless of its advantages, the 

transformation of local computing to remote computing has 

brought many security issues and challenges for both 

consumer and provider. [5].With the development of cloud 

storage system and its application in complex environment, its 

data security has been more and more attention.  

 

Figure 1 

Trust of the users need to be guaranteed while they upload 

their multimedia and secret data to different clouds. However, 

transmission of private data over wireless links is prone to 

various security breaches. [6] Cryptography is widely applied 

to ensure data security, privacy and trust in cloud computing. 

But existing solutions are still imperfect and inefficient, thus 

impractical. Storing encrypted data in the cloud makes it hard 

to perform auditing on data management although the risk of 

privacy leakage is greatly reduced. Key management for 

access control and revocation introduces additional 

computation and communication costs. [7] Although 

cryptography provides interesting solutions to several security 

and privacy issues, readers should have in mind that it does 

not offer complete solutions to all the aforementioned 

problems. [8] 

This paper is organized as follows: Section 1 presents the 

survey of cryptography and problem addressed. Section 2 

gives the proposed methodology and two phases of working 

and final section gives the concludes the study.  

T 
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II. RELATED WORK 

 Yibin Li et.al [9] have been described an intelligent 

cryptography based approach for secure distributed big data 

storage in cloud computing, by which the cloud service 

operators cannot directly reach partial data. The proposed 

approach divided the file and then the data was stored 

separately in the distributed cloud servers. An alternative 

approach was designed to determine whether the data packets 

need a split in order to shorten the operation time. The 

proposed scheme had been entitled Security-Aware Efficient 

Distributed Storage (SA-EDS) model, which was mainly 

supported by their proposed algorithms, including Alternative 

Data Distribution (AD2) Algorithm, Secure Efficient Data 

Distributions (SED2) Algorithm and Efficient Data Conflation 

(EDCon) Algorithm. Their experimental evaluations have 

assessed both security and efficiency performances and the 

experimental results depicted that their approach could be 

effectively defend main threats from clouds and requires with 

an acceptable computation time. 

Qinlong Huang et.al [10] have been proposed a secure and 

efficient data collaboration scheme, in which fine grained 

access control of ciphertext and secure data writing operation 

can be afforded based on attribute based encryption (ABE) 

and attribute-based signature (ABS) respectively. In order to 

relieve the attribute authority from heavy key management 

burden, their scheme employed a full delegation mechanism 

based on hierarchical attribute-based encryption (HABE). 

Further, they also proposed a partial decryption and signing 

construction by delegating most of the computation overhead 

on user to cloud service provider. The security and 

performance analysis showed that their scheme is secure and 

efficient. 

Sourya Joyee De et.al [11] have been described a 

decentralized attribute based encryption (ABE) scheme with 

fast encryption, outsourced decryption and user revocation. 

Their scheme was very specific to the context of mobile cloud 

as the storage of encrypted data and the partial decryption of 

cipher texts were dependent on the cloud and users with 

mobile devices can upload data to the cloud or access data 

from it by incurring very little cost for encryption and 

decryption respectively. Their main idea was to divide the 

encryption into two phases, offline preprocessing phase which 

was done when the device was not in use and an online phase 

when the data was actually encrypted with the policy. This 

made encryption faster and more efficient than existing 

decentralized ABE schemes. For decryption outsourcing, data 

users needed to generate a transformed version of the 

decryption key allowing an untrusted proxy server to partially 

decrypt the ciphertext without gaining any information about 

the plaintext. Data users can then fully decrypt the partially 

decrypted ciphertext without performing any costly pairing 

operations. They also introduced user revocation in this 

scheme without incurring too much additional cost in the 

online phase. Comparison with other ABE schemes showed 

that their scheme significantly reduced computation times for 

both data owners and data users and also highly suitable for 

use in mobile devices. 

Libing Wu et.al [12] have been proposed an efficient IBEET 

(Identity Based Encryption With Equality Test) scheme with 

bilinear pairing, which reduces the need for time-consuming 

Hash To Point function.  Also they have proved the security 

of their scheme for one-way secure against chosen identity 

and chosen ciphertext attacks (OW–ID–CCA) in the random 

oracle model (ROM). When compared to existing IBEET 

scheme, they have achieved a reduction of 36.7% and 39.24% 

in computation cost during the encryption phase and test 

phase, respectively, and that our scheme is suitable for 

(mobile) cloud deployment. 

Jin Li et.al [13] have been identified a new attribute-based 

data sharing scheme suitable for resource-limited mobile users 

in cloud computing. The proposed scheme eliminated 

majority of the computation task by adding system public 

parameters besides moving partial encryption computation 

offline. In addition, a public ciphertext test phase was 

performed before the decryption phase, which eliminates most 

of computation overhead due to illegitimate ciphertexts. For 

the sake of data security, a Chameleon hash function was used 

to generate an immediate ciphertext, which will be blinded by 

the offline ciphertexts to obtain the final online ciphertexts. 

The proposed scheme has proven secure against adaptively 

chosen-ciphertext attacks, which was widely recognized as a 

standard security notion. Extensive performance analysis 

indicated that the proposed scheme is secure and efficient. 

R. Pitchai et.al [14] have been provided an Searchable 

Encrypted Data File Sharing Method Using Public Cloud 

Service for Secure Storage in Cloud Computing. To optimize 

the cloud storage unit, safety transmission, minimize the cost 

and searching time, they have proposed a new scheme as 

searchable encrypted data file sharing technique. Their 

technique has been allocated a keyword for every data during 

the encryption based on which the keyword matching will 

accept the data of respective users. The multi keyword search 

has been proposed for keyword searching. Their proposed 

Searchable Encrypted Data File Sharing Scheme SEDFS 

reduced the security issues using the RSA algorithm for 

encryption and decryption. Experimental results analyzed the 

overall performance and the proposed scheme has not only 

increased the efficiency but also decreased the searching time.  

III. PROBLEM STATEMENT 

 Security issues have penetrated into most layers of 

cloud computing, from networks to system 

managements.  

 Many security issues in networks and data storage 

are also applicable to cloud computing due to the 

interconnections between technical applications, such 

as using Virtual Machine. 
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 Prior researches cryptography techniques are used 

for encrypted data searching but increase complexity 

and make the system cumbersome. 

 Another one is decentralized key management 

schemes are preferred over centralized ones. Often 

encryption and decryption are quite expensive and 

not practical when user’s access data from resource 

constrained devices. 

IV. PROPOSED WORK 

In this paper, we propose a frame work for distributed storage 

verification scheme with explicit dynamic data support to 

ensure the correctness and availability of users’ data in the 

cloud. Thus, multiple mechanisms and available techniques 

are applied to shield the critical information from 

unauthorized parties. The proposed frame work is divided into 

two phases.  

First phase deals with process of transmitting and storing data 

securely into the cloud. i.e., to determine whether the input 

data packets demand a high level security guarantee and also 

to determine whether the data packet needs to be split and 

stored in distributed cloud servers. At the Before Sent to 

Cloud Phase, we partition the input data into two separate 

components. There are two encrypted components, A and B. 

First we calculate the Entropy of input data stored in 

component A. While calculating entropy, redundancy of data 

on storage will be removed. Hence duplication of data will be 

avoided.  The calculated entropy used to produce new data 

packets by operating A which is subtracted by input data 

stored in component B and then an reliability based attribute 

key generation approach held by users, which is used to 

operate XOR on  both A and B. This key needs to store in a 

special register at user side. Finally, both encrypted data 

packets were sent to separate cloud servers.  

V. FLOW DIAGRAM 

Figure.2 shows the proposed flow which is given below. 

 

Figure 2: Flow diagram  
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The Second phase will be load balancing data retrieval. In 

load balancing stage we proposed a krill load balancer (krill 

LB), which aims to achieve well balanced load across virtual 

machines for maximizing the throughput. Effective 

parameters such as speed, task cost and weight are first 

measured from the tasks and then based on the parameter 

measure krill herd optimization algorithm balances the load.  

Deals with the retrieval of data from cloud and showing the 

generation of requests for data access. The other type is for 

normal data retrieval, which requires an XOR operation to the 

data packets. Our experimental evaluations will assess both 

security and efficiency performances and the performance of 

proposed algorithm has been evaluated with the existing 

algorithms.  

VI. CONCLUSION 

 This paper focused cloud security, load and data 

storage in cloud and aimed to provide an approach that could 

provide the best features to business. Cloud computing 

provides the end user with expected features in terms of 

security and load as a service over network. Due to shared 

services, the major corporate’s while utilizing the data, leads 

to leakage and frequent access in time also leads to 

overloading the network, on implementing the entropy 

cryptography and load balancing algorithms on implementing 

proposed methodology ways to a good solution. On 

computation this accessing time and provides the secure and 

sensitive data to customers. 
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